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Abstract

Disinformation has become a central challenge in the digi-
tal information ecosystem, yet the defining property that dis-
tinguishes it from misinformation—intent—remains poorly
represented in computational detection and moderation re-
search. This paper synthesizes how intent is conceptualized
and operationalized across the technical and policy litera-
tures. Through a systematic review of 84 algorithmic papers
on disinformation and information/influence operations (10)
detection, we assess how intent is treated in definitions, mod-
eling, data provenance, and labeling protocols. Our analy-
sis reveals four major gaps: (1) conceptual inconsistency; (2)
operationalization deficiency; (3) institutional misalignment;
and (4) governance frameworks. We propose a roadmap to-
ward intent-aware disinformation detection and moderation
that bridges definitional rigor with methodological practice,
advancing both theoretical coherence and policy relevance in
combating disinformation.

Introduction

The rapid growth of online social networks has amplified
the scale and speed of information circulation, leading to
widespread information disorder (Vosoughi, Roy, and Aral
2018)). In response, a body of research has emerged propos-
ing algorithmic approaches to detect and mitigate the spread
of false, misleading, and inauthentic content across plat-
forms. While these efforts broadly address the spread of
false content, they often fail to disentangle two distinct phe-
nomena: misinformation and disinformation. The key dif-
ference is intent—whether the information is shared inad-
vertently or deliberately (Aimeur, Amri, and Brassard|2023;
Erhardt and Pentland|2022). This distinction is not only of
academic interest but has real implications for interventions,
in terms of what to do and which actors to focus on. Misin-
formation typically calls for fact-checking and educational
measures (Guess et al.|2020; [Orosz et al.|[2024} [Hoes et al.
2024])), whereas disinformation often mandates coordinated
and policy-level actions aimed at identifying and disrupting
intentional manipulation (Bateman and Jackson|2024; Bel-
lantoni, Alfonsi, and Matasick![2020; Romanishyn, Malyt-
ska, and Goncharuk|2025). Misinformation may lead to a fo-
cus on intermediaries and consumers (i.e., audience), while
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disinformation usually leads to a focus on the suppliers (e.g.,
speakers, manipulators). Thus, alongside identifying and ad-
dressing malicious intent is identifying and dealing with ma-
licious actors and their actions.

Despite the fundamental role it plays, intent remains elu-
sive to most algorithmic detection and moderation systems,
at least based on the research we report below. The reason
why, we suggest, is that intent is a particularly difficult thing
to measure or capture in mere observation and analysis of
the disinformation itself. After all, intent is a subjective state
of mind attributable to an actual person. In cognitive sci-
ence, ethics, law, and philosophy, intent is a contested and
complicated concept. As Frischmann & Selinger (2018) ex-
plain: “Intention is a mental state that is part belief, part de-
sire, and part value. My intention to do something—say to
write th[is] explanatory text... or to eat an apple—entails
(1) beliefs about the action, (2) desire to act, and (3) some
sense of value attributable to the act (p. 364).” In pragmatic
ethical and legal contexts, the focus often turns to evidence
of intent. For example, a written signature is considered an
objective manifestation that a person intends to enter into
a contract (Frischmann & Vardi, 2024). In the disinforma-
tion context, the challenge is determining which types of ev-
idence can be useful in divining an actor’s subjective state of
mind. This challenge is particularly vexing given the scale of
the problem in complex information ecosystems.

Our work is motivated by these challenges and focused
around the following three research questions:

* RQ1: How is disinformation defined and conceptualized
across academic, legal, and platform policy contexts, and
how consistently is intent recognized as a defining prop-
erty?

* RQ2: To what extent do current detection and modera-
tion methods operationalize intent directly or indirectly?

* RQ3: What methodological and governance directions
can better integrate intent-awareness into disinformation
detection and moderation frameworks?

To address these questions, we systematically examine 84
disinformation-detection papers, platform policies, and gov-
ernance frameworks. Our review reveals that although in-
tent is central in rhetoric, it is weakly and inconsistently op-
erationalized in practice, and rarely embedded in method-
ological design. In particular, most computational models



rely on text-based falsity detection, with limited integration
of behavioral, contextual, or coordination-based signals that
could capture purposeful manipulation. A similar disconnect
appears at the institutional level: while platform policies in-
creasingly target coordinated or inauthentic behavior, these
enforcement frameworks remain opaque and largely inac-
cessible to researchers.

These findings raise a deeper question about the feasibil-
ity of measuring intent computationally. While metadata, be-
havioral traces, and coordination patterns can offer partial
signals, they remain approximations rather than definitive
measures of deliberate manipulation. If algorithmic systems
cannot assess intent in a principled or transparent manner,
their integration into platform moderation and policy frame-
works should be treated with caution. By presenting where
and how intent is (and is not) represented across research
and policy, this paper reframes intent from an assumed prop-
erty of disinformation to an empirical construct requiring
explicit operationalization. Ultimately, we outline method-
ological and governance pathways toward intent-aware de-
tection and moderation that balance definitional rigor with
computational and ethical constraints.

Conceptual and Operational Context
Misinformation vs. disinformation

Scholars use two main framings to distinguish misinfor-
mation and disinformation. One strand treats them as non-
overlapping categories separated by intentionality: misinfor-
mation refers to false or misleading content shared without
an intent to deceive, whereas disinformation requires a de-
liberate intent to mislead or cause harm (Aimeur, Amri, and
Brassard |2023)). A second, now common, strand adopts an
umbrella view in which misinformation is defined by fal-
sity regardless of intent, and disinformation is the intentional
subset under that umbrella. Representative definitions in-
clude misinformation as “false or inaccurate information”
that may spread with or without intent (Wu et al.|[2019),
and disinformation as “deliberately propagated false infor-
mation” (Tucker et al.|2018) or “meant to deceive” (Guess
and Lyons|[2020).

Beyond falsity, some research emphasizes that disinfor-
mation may also involve the manipulation of context, ac-
counts, or networks, rather than the content itself being un-
true. For example, disinformation campaigns may involve
content that is factually accurate but strategically dissemi-
nated through coordinated accounts to mislead or manipu-
late audiences (Starbird, Arif, and Wilson|2019; Wang et al.
2023). In such cases, the misrepresentation lies not in the
factual accuracy of the claim, but in the strategic framing
or the actor-network behind it (Erhardt and Pentland|[2022).
The information involved can itself be accurate, yet function
as disinformation when applied or contextualized in ways
that deceive, such as when recipients are misled about the
identity or intent of the communicator (Lahmann|[2020).

Many contemporary frameworks also situate disinforma-
tion within the landscape of information or influence oper-
ations (I0) (Radsch|[2022; |Wang et al.|[2023}; 'Van Benthem,
Dias, and Hollis|[2022). IO is defined as the deployment of

digital resources for cognitive purposes to change or rein-
force attitudes or behaviors of targeted audiences in ways
that align with the authors’ interests (Van Benthem, Dias,
and Hollis|[2022)). Recent studies highlight that some dis-
information efforts function as coordinated influence oper-
ations aimed at shaping opinions and amplifying targeted
narratives (Smith et al.|[2021} |Bradshaw|[2020). Importantly,
manipulation within IO does not necessarily rely on false-
hood, as much of the most effective disinformation consists
of true facts arranged in misleading ways (Benkler, Faris,
and Roberts|2018).

Disinformation in legal contexts

Intent plays an important role in regulating disinformation in
various legal contexts (for brevity, we focus on the US). One
prominent example is Section 10(b) of the Securities Ex-
change Act of 1934. Section 10(b) makes it unlawful to “use
or employ, in connection with the purchase or sale of any
security” a “manipulative or deceptive device or contrivance
in contravention of such rules and regulations as the [SEC]
may prescribe.” 15 U.S.C. § 78j(b). The SEC’s implement-
ing regulation, Rule 10b-5, makes it unlawful, in connection
with the purchase or sale of any security, to: ”- Employ any
device, scheme, or artifice to defraud; - Make any untrue
statement of a material fact or to omit to state a material fact
necessary in order to make the statements made not mislead-
ing; or - Engage in any act, practice, or course of business
which operates or would operate as a fraud or deceit upon
any person.” Notably, a plaintiff must demonstrate that the
defendant acted with the relevant state of mind, referred to
as scienter, which in this case is the intent to deceive, ma-
nipulate or defraud. Many judicial decisions and even leg-
islative reform (Private Securities Litigation Reform Act of
1995, Pub. L. 104-67, 109 Stat. 737) have grappled with the
difficulties of this evidentiary burden.

A related example is defamation law, which generally pro-
vides relief when publication of a false statement harms a
person’s reputation and the speaker or publisher is at fault.
Ordinarily, fault only requires negligence, but when the de-
famed person is a public figure, fault requires actual malice,
which means “knowledge that it was false or with reckless
disregard of whether it was false or not” (New York Times
Co. v. Sullivan||1964). While knowledge is different from
intent, both are subjective states of mind, proof of which
presents similar difficulties.

There are many other laws that regulate disinformation in
different contexts, ranging from elections (e.g., 52 U.S.C.
§30124 makes it unlawful to fraudulently misrepresent one-
self as speaking or acting on behalf of a candidate or political
party; 52 U.S.C. §20511(2) punishes anyone who “know-
ingly and willfully” deprives or defrauds voters of a fair
election through certain false practices) to broadcast com-
munications (e.g., 47 C.FR. §73.1217 prohibits broadcast
radio/TV stations from knowingly broadcasting false infor-
mation about a crime or catastrophe that causes substantial
public harm).

In these and other related cases, persistent challenges in-
clude: How to determine whether someone had the relevant
state of mind? What are reliable types of evidence to sup-



Platform

Misinformation?

Disinformation/IO0?

Policy distinguishes intent?

Primary link(s)

Facebook (Meta)

Instagram (Meta)

Yes (Community Stan-
dards: Misinformation)

Yes (False Information +
fact-checking)

Yes (Coordinated Inauthentic
Behavior (CIB) / Information
Operations)

No standalone “disinforma-
tion” section; covered by
Meta’s CIB/IO framework

Yes, via behavior/coordination
(CIB focuses on strategic ma-
nipulation using fake accounts)

Indirect (intent  captured
through Meta CIB; not in
Instagram’s own policies)

https://transparency.fb.com/policies/community- standards/misinformation/
https://about.tb.com/news/2021/08/july-2021- coordinated- inauthentic-

behavior-report/. https://about.fb.com/news/tag/coordinated- inauthentic-

behavior/

https://help.instagram.com/388534952086572 ;

https://help.instagram.com/2109682462659451

https://help.x.com/en/rules-and- policies/election- integrity- policy;
https://blog.x.com/en_us/topics/product/2020/updating- our- approach- to-
misleading-information(no longer enforced) : |https://help.x.com/en/rules-
and-policies#platform- integrity- and- authenticity
https://support.google.com/youtube/topic/10833358 ?hl=en&ref_topic=
2803176&sjid=14780839018783515554-NA ;

https://www.tiktok.com/community- guidelines/en/integrity- authenticity?
cgversion=2025H2update#1 5 https://newsroom.tiktok.com/it-
it/combating- misinformation- and- election-interference- on- tiktok;
https://www.tiktok.com/transparency/en- us/combating- misinformation/
https://redditinc.com/policies/reddit-rules, ; https://redditinc.com/blog/how-
reddit- supports-civic-engagement-and-election- integrity- in- 2024 B
https://redditinc.com/blog/keeping- our- platform- safe; https://redditinc.
com/policies/transparency

https://www.linkedin.com/help/linkedin/answer/al425416; https://www.
linkedin.com/legal/professional-community- policies#be- trustworthy- policy;
https://www.linkedin.com/help/linkedin/answer/a1340752/

X (Twitter) Yes (Civic Integrity: mis- Yes (Platform Integrity & Au- Partial-yes (explicit intent in

leading information) thenticity includes informa- civic suppression; IO rules tar-
tion operations) get coordinated manipulation)

YouTube Yes (Medical Misinfor- No; handled under “"Manipu- Generally no (content/harm-
mation; Elections Misin- lated content” on misinforma- based rather than intent-based)
formation) tion policy page

TikTok Yes (Community Guide- Yes (discuss disinformation Partial-yes (rules against co-
lines; newsroom posts on and coordinated inauthentic ordinated inauthentic activities
misinformation) activities) imply intent to influence)

Reddit Partial-yes (No  policy Mentioned in official blogs Partial-yes (focus on content
specifically addresses (e.g., Al-generated disinfor- manipulation and coordinated
“misinformation”; mation) inauthentic behavior in trans-
election-related false parency reports; but intent is not
info and manipulated/AT explicitly mentioned as a crite-
content addressed) rion)

LinkedIn Yes (False or mislead- No:; handled as false/mislead- No
ing content; Misinforma- ing content and inauthentic
tion and inauthentic be- behavior
havior )

‘WhatsApp Yes (User guidance on No No

(Meta) misinformation)

https://faq.whatsapp.com/431498999157251;
518562649771533

https://fag.whatsapp.com/

Table 1: Summary of public policy surfaces. Hyperlinks point to the primary public pages used to communicate each policy.
Note on terminology. Platforms frequently use information operations and influence operations (10) as operational labels for
campaigns we would normally treat as disinformation; these terms emphasize organizational intent and coordinated deception.

port inferences about subjective states of mind such as in-
tent and knowledge? These issues are pervasive in the law.
As|Crump|(2009) explains, these challenges are complicated
by the fact that intent definitions vary across legal contexts
(e.g., intent as purpose/desire to perform an act or cause
a consequence; intent as knowledge/belief of substantially
certain consequence). Direct evidence of a person’s state of
mind would include testimony by the person or witnesses
who had conversations with the person. Most often, though,
evaluating state of mind depends upon circumstantial evi-
dence, which includes a wide array of contextual informa-
tion that supports inferences about a person’s state of mind.
In a securities fraud case, for example, intent is not proven
by the mere existence of a false statement of material fact;
in the absence of direct testimonial evidence, circumstantial
evidence, such as the nature and timing of other actions by
the defendant, will be necessary to infer intent.

Turning to the online context and regulation of and by
platforms, Section 230 of the Communications Decency
Act provides online platforms immunity from lawsuits that
would treat them as speakers or publishers of content pro-
duced by others (e.g., user-generated content). So, for ex-
ample, if someone posts a fraudulent stock tip, defamatory
statement, or false information about a crime or catastro-
phe on a social media feed, the social media company is
not legally responsible. Yet, for various reasons (beyond the
scope of this article), companies often have detailed policies
and moderation systems to identify and deal with these and
various other forms of disinformation. Consequently, they
must grapple with the persistent challenges associated with
assessing intent and other states of mind that arise in the le-
gal context.

Disinformation in platform policies and actions

For major social media platforms, Table [T] summarizes: (i)
whether they publish policies targeting misinformation; (ii)
whether they provide dedicated sections or pages on dis-
information/information operations; and (iii) whether their
information-disorder policies explicitly distinguish intent.
We observe a common pattern—platforms have clear, en-
forceable misinformation policies (e.g., topic-specific poli-
cies on medical or election claims) but reserve “disinforma-
tion” for information/influence operations and coordinated
inauthentic behaviors. This approach largely bypasses con-
sideration, much less evaluation, of intent at the level of in-
dividual users, which facilitates scalable enforcement (for
instance, bulk removal of accounts involved in a detected
operation) but leaves content-level guidance and enforce-
ment intent-agnostic. In practice, intent is addressed mainly
through the manual or automated detection of coordinated
network behaviors rather than within content moderation it-
self. This implies that disinformation detection could and
should incorporate intent signals (coordination, deception
about identity/origin, campaign goals) and not only content
truthfulness.

The contrast between policy orientation and content en-
forcement raises broader questions for detection and mod-
eration research. If intent is expressed and enforced primar-
ily through behavioral coordination, then relying solely on
textual or content-based cues may be insufficient to capture
disinformation dynamics. Motivated by this observation, we
next review existing studies to examine how current detec-
tion and moderation systems conceptualize and operational-
ize intent. Specifically, we want to investigate whether they
rely on text alone or integrate contextual and behavioral sig-
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nals to infer coordinated or strategic manipulation.

Data Collection

{ Identification of studies via and reg ]
Records removed before screening:
Duplicate records removed (n = 0)

|dentificati Records identified from:
AL Scopus Database
(n=144) Records marked as ineligible by

¢ automation tools (n = 0)

v

Records screened > _
(n = 144) »| Records excluded (n =0)

Screening Reports sought for N . _
retrieval (n = 144) »| Reports not retrieved (n = 11)

Reports assessed for Reports excluded:
eligibility (n = 133) Do not describe a new algorithm

for detection or moderation of
disinformation/IO. (n = 49)

Reports included in review
[ Included ]‘ (n =84 ‘

Figure 1: PRISMA Diagram summarizing the identification,
screening, and selection of papers for the disinformation and
information operations review.

We adopted a precision-oriented retrieval strategy de-
signed to identify studies that explicitly position themselves
as disinformation or information/influence operation detec-
tion work. Our goal was not to exhaust the broader mis-
information or fake-news detection literature, but to assess
whether studies that self-identify with the disinformation
construct operationalize its intent throughout the research
pipeline. We queried Scopus for studies on disinformation
detection algorithms and moderation available under search
prior to October 2025. To improve precision, we restricted
the search to the title field rather than keywords or abstracts,
since many papers mention “disinformation” in metadata
without making it the primary object of analysis. By lim-
iting results to titles that explicitly include “disinformation,”
“information operations,” or “influence operations,” we tar-
get works that self-identify with this construct, which fall
within the intentional, actor-driven domain of false informa-
tion propagation, recognizing that we sacrifice recall in ser-
vice to precision. Our initial search query is provided below,
and yields 144 papers in total.

TITLE ( ( disinformation OR ( "influence operation”
) OR ( ’information operation” ) ) AND ( moderat*
OR detect* ) ) AND ( LIMIT-TO ( LANGUAGE ,
“English™ ) )

We then conducted a second-level filtering, retaining only
those papers for which full text was retrievableﬂ and which
describe an algorithm/computational methodology for
detection or moderation of disinformation or I10. Inclu-
sion in the review was based on task framing rather than

IRetrievable indicates full text is either open access, accessi-
ble through our University’s library or otherwise available through
online resources.

definitional correctness. Papers were retained if they ex-
plicitly presented themselves as disinformation or IO detec-
tion/moderation studies and met our computational-method
criterion, even when their internal definitions later treated
disinformation interchangeably with fake news or misinfor-
mation. After filtering, we obtained 84 papers for subse-
quent analysis. A detailed PRISMA diagram for this process
is shown in Figure |I} Two researchers independently ana-
lyzed the reviewed papers along four intent-relevant dimen-
sions: disinformation definition, intent operationalization,
data provenance, and labeling protocol. Inter-coder agree-
ment was assessed using percent agreement, yielding scores
of 0.98, 0.95, 0.90, and 0.94 across the four dimensions, re-
spectively (average = 0.9425). Discrepancies were resolved
through discussion, with final labels assigned by consensus.
The full coding scheme is presented in Table 2]

Results
Disinformation definition

We examine how each paper defines disinformation. The
definitional framing is foundational: if a paper’s definition
does not encode intent, subsequent choices in data, labeling,
and modeling are unlikely to incorporate intent as a con-
struct. We code definitions into two categories:

1. Intent—Present (64/84) : the definition conveys inten-
tionality (e.g., uses “intent,” “intentionally,” “deliber-
ately,” “strategically,” or references IO that presuppose
purposeful manipulation) (e.g., (Kramer, Golovchenko,

and Hjorthl/[2025} |George|2025)).

2. Intent-Agnostic (20/84) : the term disinformation is
used interchangeably with “misinformation” or “fake
news,” or it is defined solely by falsity without any men-
tion or proxy of intent or purposefully ignores intent
(e.g., (Nwaiwu, Jongsawat, and Tungkasthan|2025} [Ljubi
et al.[2025)).

Intent operationalization

We next examine how each paper operationalizes intent
within its methodological design, focusing on the fea-
tures and proxies used to approximate or infer inten-
tional deception. Across the corpus, we observe substan-
tial variation in how intent is captured, ranging from be-
ing embedded in model architecture to being entirely un-
addressed. To systematize these differences, we classify
all papers into five mutually exclusive categories that re-
flect how explicitly intent is embedded or inferred: Inher-
ent/Simulated, Coordination/Graph-based, Contextu-
al/Metadata/Behavioral, Linguistic/Stylistic/Rhetorical,
and Text-only/No operationalization. Each paper is as-
signed to a single category based on the strongest form of
operationalization present.

¢ Inherent/Simulated (14/84) : Intent is embedded in the
design or simulated through controlled construction of
deception. In this category, intentional manipulation is
treated as an intrinsic property of the modeling setup
rather than inferred post hoc. Systems in this group



Category Definition

Example Indicators

Definition How the paper defines disinformation/IO and, in particu-  Uses terms such as “intentional,” “deliber-
lar, whether intent is stated as a required property. ate,” “strategic”.
Operationalization How the methodology captures or proxies intent beyond  Coordination/network features, contextual

content falsity.

features, etc.

Data provenance
and coordination.

What data types and sources enable inference about actors

publicly available datasets or self-

collected data, etc.

Labeling protocol
code intent cues.

How ground truth is constructed and whether labels en-

Manual annotation with intent guidelines,
expert curation, source-attribution, etc.

Table 2: Coding scheme for intent-aware evaluation of disinformation and information/influence operation (I0) research.

Text-only/No Operationalization

Intent-Present

Linguistic/Stylistic/Rhetorical

Inherent/Simulated

Contextual/Metadata/Behavioral

Intent—Agnostic

Coordination/Graph-based

Definition Operationalization

Data Source

Predefined
Public/Benchmark

Expert/Manual
Self-Collected

Source-Attributed
Mixed

Multi-Dimensional

Officially Released Heuristic

Synthetic / Experimental Experimental/Conceptual

Annotation

Figure 2: Sankey diagram presenting the co-occurrence of intent representation across four components of the research pipeline.
Green: Intent relatively well-captured; Yellow: Intent moderately captured; Red: Intent weakly or not captured.

L]

model deception through architectural or generative as-
sumptions—such as adversarial generation (Yoo et al.
2024; |Nathanson et al.[2024), image—text mismatch (Pan
et al.|2024), or headline-body mismatch used as deliber-
ate deception logic (Sepulveda-Torres et al.[2021). These
studies operationalize intent by embedding it directly
into the data generation or system design process.

Coordination/Graph-based (9/84) : Intent is inferred
from relational and collective behavior. Models in this
category operationalize intent through network- and
graph-based coordination signals, treating intent as a
property of collective rather than individual behavior.
Typical features include diffusion structure (Gabriel,
Broniatowski, and Johnson|2023)), temporal coordination
and reaction dynamics (Kong et al.||[2023), and cross-
network causal patterns (Smith et al.|2021])).

¢ Contextual/Metadata/Behavioral (9/84) : Intent is in-
ferred from contextual, user, or behavioral cues that ex-
tend beyond the textual features. These models leverage
auxiliary signals, such as user or account-level metadata
(Smith, Ehrett, and Warren| 2025)), past behavior (Ku-
mar, West, and Leskovec|[2016)), or multimodal features
(Chung, Zhang, and Pan|2023)), to approximate the inten-
tional nature of disinformation.

Linguistic/Stylistic/Rhetorical (16/84) : Intent is ap-
proximated through deep textual patterning rather than
surface-level veracity or stance cues. Although these
models rely solely on textual inputs, they make deliber-
ate efforts to infer intent such as stylistic cues (Bonet-
Jover et al.[2024), subjectivity (Nwaiwu, Jongsawat, and!
Tungkasthan|2025}; |Bonet-Jover et al.[2023)), and rhetori-
cal persuasion strategies (Sosnowski et al.|2024) that sig-



nal purposeful manipulation.

* Text-only/No Operationalization (36/84) : Intent is not
operationalized empirically. Although many papers
adopt intent-aware definitions of disinformation, their
modeling objectives reduce to veracity classification
(e.g., true vs. false, real vs. fake) using textual embed-
dings or lexical features (e.g., (Putra, Sibaroni, and Thsan
2023} Tarczewska, Marciniak, and Gietczyk |2021))). No
behavioral, contextual, or stylistic proxies for intent are
implemented. These studies therefore reflect a construct
gap between the conceptual definition of disinformation
as intentional and its empirical treatment as mere falsity.

Overall, we find that while intent is frequently referenced
conceptually in definitions of disinformation, it is often in-
consistently operationalized, or absent entirely in algorith-
mic detection models.

Data Provenance

We examine where the training datasets for algorithmic de-
tection originate and whether their construction enables in-
ference of intent. We group the papers into five mutually
exclusive categories based on dataset sources and their ca-
pacity to capture intent: public/benchmark, officially re-
leased, self-collected, synthetic/experimental, and mixed.

¢ Public/Benchmark (41/84) : Open, standardized cor-
pora such as LIAR (Wang|2017), PHEME (Zubiaga et al.
2016)), FakeNewsNet (Shu et al.|2020), include binary la-
bels (e.g., “fake” vs. “real”) or fact-checker judgments
of the veracity of the text, and in most cases lack actor-
level or temporal metadata. Intent is thus only assumed
through the labeling framework or generation protocols
of the original data source and cannot be empirically ex-
amined.

¢ Officially Released (5/84) : Datasets released by social-
media companies or monitoring institutions, such
as Twitter’s Information Operations archives (no
longer available), Reddit suspicious accounts archiv
Real411P] and EUvsDisinfofY]

* Self-Collected (18/84) : Corpora assembled directly by
researchers via platform APIs or custom web crawlers,
often tailored to specific regional, linguistic, or thematic
contexts. These datasets typically allow stronger align-
ment between labels and the conceptual framing of dis-
information, although this alignment is not guaranteed
and may not be implemented when intent is not treated
as a central construct. Examples include self-collected
Twitter datasets (e.g., (Kramer, Golovchenko, and Hjorth
2025; Rastogi and Bansall 2022)) and YouTube API
crawls (Bajaj et al.|2016).

¢ Synthetic/Experimental (5/84): Human- or Al-
generated data constructed by researchers to simulate
deceptive intent under controlled conditions. Examples
include GPT-based generation pipelines (Jiang et al.

Zhttps://www.reddit.com/r/reddit.com/wiki/suspiciousaccounts/
3https://www.real411.org/
*https://euvsdisinfo.eu/

2024) and human-constructed disinformation corpus
(Williams, Aleroud, and Zimmerman| [2023). Because
intent is embedded directly in the creation process
rather than inherited from an external source, these
datasets offer a strong but artificial proxy for deliberate
manipulation.

* Mixed (15/84) : Datasets combining multiple sources
or construction strategies, such as merging fact-checked
corpora with self-collected or synthetic data. These hy-
brid datasets aim to balance external validity with con-
trol over intent representation. However, differences in
labeling standards and data provenance often introduce
inconsistencies, making it difficult to isolate how intent
is encoded or inferred across sources.

We find that most studies rely on text-based public cor-
pora originally created for misinformation or fake-news
classification rather than intent-focused analysis. Using such
datasets for training and testing disinformation detection al-
gorithms assumes that intent was encoded during collection
or labeling, yet few papers document how or whether ver-
ification has been conducted based on intent. This distinc-
tion is crucial for validity: datasets that only encode claim
veracity support misinformation detection, whereas datasets
that preserve behavioral or contextual evidence allow oper-
ationalization of intent.

Labeling Protocol

We analyze how each paper constructs or inherits ground-
truth labels and whether these labeling procedures allow in-
tent to be inferred. The construction of labels determines
whether a study captures deliberate manipulation or merely
content falsity. Across the corpus, most papers adopt pre-
defined binary labels reflecting factual accuracy, while only
a few incorporate expert judgment, contextual inference, or
design features that encode intentional deception.

* Predefined (36/84) : Labels are inherited from existing
fact-checking or benchmark datasets. Intent is assumed
conceptually through the use of these inherited labels.

* Source-Attributed (18/84) : Labels are defined by au-
thoritative entities such as governments or platforms. In-
tent is implicitly embedded through these sources’ def-
initions of disinformation as coordinated or state-linked
activity.

* Expert/Manual (15/84): Labels are produced by
trained annotators or domain experts using interpretive
criteria to judge deception or manipulation. Intent is cap-
tured implicitly through agreement.

» Heuristic (3/84) : Labels are automatically generated
through heuristics or weak supervision methods. No hu-
man annotation involved.

* Experimental/Conceptual (5/84) : Labels are embed-
ded during dataset creation. Examples include experi-
ments in which humans or LLM deliberately craft disin-
formation text or generate falsified images. Because de-
ception is intentionally produced, intent is captured by
construction.



* Multi-Dimensional (7/84) : Labels integrate several di-
mensions in addition to binary labels. These multi-level
frameworks allow partial inference of manipulation or
persuasion.

The Sankey diagram in Figure [2| visualizes how intent
is represented across the four components of the research
pipeline—definition, operationalization, data provenance,
and labeling protocol. We apply a three-level color scheme
to each category: green denotes cases where intent is rel-
atively well-captured, yellow denotes moderate or implicit
representation, and red denotes weak or absent representa-
tion. As shown in the diagram, only 4.76% of the 84 papers
demonstrate strong intent representation across all four com-
ponents, and these cases occur exclusively in studies where
intent is embedded by design through experimental or syn-
thetic data generation. At the opposite end, 15.5% of pa-
pers show consistently weak or absent intent representation
across all components, reflecting a persistent construct gap
in how disinformation is empirically modeled. The broader
pattern in the flows shows considerable fragmentation, as
many papers recognize intent at the definitional level yet
rarely carry this recognition into methodological compo-
nents, creating a disconnect across the pipeline that sets the
stage for potential interventions presented next.

Intervention

Gap Intervention

Conceptual Gap
Disinformation and misinformation remain
; intent is
defined.

Clarify Conceptual Boundaries
-1 Establish coherent, intent-based definitions and
terminology.

Build Intent-Aware Pipelines
Integrate contextual and behavioral signals across
* modeling and dataset construction to support intent-
aware pipelines.

Operationalization Gap
Intent is recognized conceptually but not
represented in modeling frameworks.

Enhance Platform-Research Synergy
Create structured frameworks for validating intent-
related mechanisms and aligning policies with
technical capabilities.

Institutional Gap
Academia and platforms target different layers— __
content vs. coordinated behavior.

-

Governance Gap Embed Intent-Eliciting Friction
Platforms provide frictionless interactions that ~ ----» Adopt platform designs that prioritize evidence of
leave little direct evidence to assess user intent. intent over frictionless interaction.

Figure 3: Mapping core gaps in disinformation research to
targeted interventions.

Our review reveals that intent embedded in disinforma-
tion detection and moderation is constrained by gaps that
exist across multiple domains: academic research, platform
practice, and legal/policy frameworks. Together, these create
a fragmented ecosystem where concept, operationalization,
and enforcement remain misaligned. We outline four major
categories of challenges and propose corresponding inter-
ventions.

Intervention 1: Clarifying conceptual boundaries

As presented above, many studies use the term “disinforma-
tion detection” while primarily assessing content veracity or
factual correctness without evaluating whether the informa-
tion was shared deliberately or strategically. This weakens

the construct validity of their claims and contributes to a
fragmented conceptual foundation across research commu-
nities. The research community should pursue greater def-
initional precision and transparency. Future studies should
explicitly declare their definitional scope and state whether
intent is represented in the design, data, or evaluation. Sev-
eral initiatives already demonstrate the feasibility of struc-
tured reporting for conceptual alignment: Datasheets (Gebru
et al.|2021) and Model Cards (Mitchell et al.|[2019) could
be adapted to indicate intent representation and labeling ra-
tionale. Initiatives such as The International Fact Checking
Network (IFCN) have established standards for source attri-
bution and accountability that can inform dataset and model
documentatimﬂ Interdisciplinary collaboration among so-
cial scientists, computer scientists, and policy researchers
would help ensure that definitions of disinformation remain
conceptually rigorous and empirically grounded.

Intervention 2: Operationalizing intent through
system design

Because disinformation is intent-dependent, models that
assess only content falsity are in effect detecting mis-
information rather than disinformation. Approaches that
proxy intent lack unified validation: intent remains assumed
rather than inferred from actor-level or contextual evidence.
Methodological innovation can further support a shift be-
yond falsity-based classification toward intent-aware mod-
eling that integrates textual, behavioral, and contextual in-
formation, enabling inferences about strategic coordination
and deliberate influence through which intentionality mani-
fests (Wang et al.|2025} |Erhardt and Pentland|[2022). For in-
stance, graph-based or retrieval-augmented architectures can
encode network ties, temporal dependencies, and contextual
information (Shi et al.|2024; |Lakzaei, Haghir Chehreghant,
and Bagheri|2024)).

Dataset design must support these modeling advances.
Building datasets and annotation protocols that encode di-
mensions of intent will help bridge conceptual clarity and
methodological implementation (Wang et al.|2025). Future
datasets should integrate multi-layered contextual informa-
tion, including message provenance, actor roles, and coor-
dination signals (Francois|[2020). Annotation should move
beyond binary truth labels toward capturing why and how
content circulates, such as identifying initiators, amplifiers,
and behavioral cues. Together, these design principles bring
contextual modeling and intent-encoded data into alignment,
forming a technical foundation for operationalizing intent in
disinformation detection systems.

In practice, these components should be implemented as
a layered system rather than in parallel. Content-based sig-
nals can support fast initial ranking, and behavioral and
coordination-based signals can be incorporated in down-
stream analysis for escalation or enforcement. This design
also acknowledges that intent-related signals may arrive
later than initial content spread, making them more suitable
for downstream intervention and campaign-level analysis to
complement real-time detection.

Shttps://ifcncodeofprinciples.poynter.org/



Intervention 3: Promoting transparency and
collaboration to enhance synergy

Academic research typically focuses on the falsity of con-
tent and, when intent is considered, relies heavily on lin-
guistic or textual features. In contrast, platform moderation
systems concentrate on coordinated and actor-level manipu-
lation beyond the textual layer. These efforts, however, de-
pend on internally maintained or officially released datasets
whose construction, selection, and verification processes are
not transparent.

At the same time, access to platform-level operational
data is increasingly constrained. Platforms such as “X” have
scaled back public data-sharing programs and key initia-
tives such as the Twitter Moderation Research Consortium
(TMRC) were eliminatecﬂ Moreover, the X Transparency
Center now provides aggregated statistics, with no releases
of public dataset This contraction in data availability
not only limits academic validation of real-world practices
but also widens the gap between research and platform ef-
forts. As platforms restrict access and internalize detection
pipelines, academic studies remain confined to text-based
data, modeling intent abstractly and drifting further from the
behavioral and network-level dynamics.

To address this fragmentation, future interventions should
move beyond case-by-case collaborations toward system-
level data governance models that institutionalize trans-
parency as an infrastructural norm. Instead of expecting full
data releases, platforms and researchers could co-design em-
bedded validation protocols where model outputs are eval-
uated against platform-side ground truth on coordinated
manipulation without revealing sensitive user-level data.
Similar principles have been reflected in IO and indus-
try—academic partnership models that propose structured,
privacy-preserving frameworks for researcher access to plat-
form data (Shapiro, Thompson, and Wanless|2020; King and
Persily| [2020). Establishing such frameworks would allow
transparency to function through verified access and repro-
ducible validation rather than public data exposure, aligning
institutional incentives while safeguarding privacy and oper-
ational integrity.

Intervention 4: Embedding intent-eliciting friction
in platform design

Platforms purport to govern disinformation in stated policies
and via state-of-the-art detection and moderation systems.
The previous interventions we discussed focused on inte-
grating intent into detection and moderation systems. While
these interventions could improve those systems, to an ex-
tent, we believe a governance gap would remain because in
many cases, the evidence needed to evaluate the intent of
disinformation suppliers would remain elusive. For the rea-
sons familiar in law and ethics, which we briefly touched on,
divining intent generally depends on circumstantial evidence
about the specific person in a particular context. Direct evi-
dence, such as an admission, is usually hard to obtain. This

Shttps://www.cnn.com/2023/02/09/tech/musk-twitter-
transparency-researchers
"https://transparency.x.com/en

is true for disinformation online too. At least, this is likely
the case given the current design of most digital platforms
that make speech frictionless.

Yet, digital technologies afford platforms with alternative
design options to shape and even govern the speech affor-
dances provided to users, and here we see an opportunity for
platforms to think more broadly about the relationships be-
tween their core platform services/system design and their
content moderation systems (Wang et al.[[2025). A rather
simple mechanism to generate direct evidence of a person’s
intentions is to ask them for testimonial evidence about their
intentions when performing the relevant action, for exam-
ple, when posting or sharing information. Of course, such
“friction-in-design” would be overwhelming if implemented
for all interactions online (Frischmann and Benesch|2023;
Gordon-Tapiero, Ohm, and Ramaswami|2023). Yet we need
not go so far. A platform could randomize deployment of the
intention prompt or set up triggers, as some platforms have
begun to do already. For example, when a person hits the
share button without reading an article, some platforms will
ask whether the person would prefer to read before sharing
(Porterfield| 2020). An alternative prompt could ask about
who is the person’s intended audience and why the person
wanted to share the specific content. Such direct evidence of
intent could be quite useful to disinformation detection and
moderation systems.

We emphasize that such friction-based mechanisms are
not intended to serve as reliable ground-truth signals of in-
tent, nor as a universal component of platform design. In
practice, friction is better understood as a limited and tar-
geted design instrument. For example, it can be deployed
to complement behavioral and coordination-based signals.
When used in this way, friction can contribute to under-
standing patterns of information sharing and user decision-
making without relying on self-reports as standalone evi-
dence for enforcement.

Conclusion

Our systematic review reveals that while the majority of
studies conceptually acknowledge intent, only a minority
operationalize intent in detection pipelines. Publicly avail-
able datasets that are used in these research efforts over-
whelmingly capture content falsity rather than deliberate
manipulation, while platform-level enforcement, where co-
ordinated manipulations could be captured at scale, remains
opaque and inaccessible to researchers. Bridging these gaps
calls for both methodological and institutional interventions.
We propose actionable pathways and identify the key stake-
holders responsible for addressing the multi-layered limita-
tions that currently fragment the field.

Intent is conceptually central to disinformation yet re-
mains difficult to infer empirically. Intent reflects a state of
mind that must typically be inferred from indirect evidence,
whether behavioral, contextual, or temporal. These signals
are often incomplete or ambiguous, and their interpretation
depends on assumptions about actors, goals, and environ-
ments. Such uncertainty complicates efforts to integrate in-
tent into computational systems, yet it also highlights the im-
portance of treating intent as a meaningful component of dis-



information. As computational models, data infrastructures,
and platform systems continue to advance, the opportuni-
ties for more coherent alignment expand as well. Stronger
modeling frameworks, richer datasets, and improved trans-
parency mechanisms can collectively move the field toward
representations of intent that are more reliable and empiri-
cally grounded.

Achieving this alignment requires cooperation across the
research community, platforms, and policy institutions. Re-
searchers can clarify how intent is represented in definitions,
data construction, and modeling choices. Platforms can pro-
vide structured and privacy-preserving access to behavioral
and coordination signals that are essential for inferring pur-
poseful manipulation. Institutions can establish validation
and accountability expectations that promote more consis-
tent incorporation of intent across detection and moderation
practices. When these stakeholders work together, the field
gains the capacity to move beyond surface-level proxies of
falsity and toward systems that capture the strategic and co-
ordinated properties that define disinformation.

Finally, our argument is not that intent should replace ve-
racity, especially in settings where ground truth is incom-
plete or evolving. Instead, we treat intent as an additional
analytical dimension that becomes especially relevant when
content-level truth assessment alone is insufficient to char-
acterize strategic manipulation.

Limitation

First, our search strategy likely excludes some relevant adja-
cent work, especially papers framed primarily as fake-news
or misinformation detection that incorporate intent-aware
features. We therefore treat the present corpus as a bounded
review of self-identified disinformation/IO research rather
than an exhaustive map of all computational work relevant
to intent.

In addition, although the corpus includes some multi-
modal work, the field and our analysis remain weighted to-
ward text-centric operationalizations of disinformation. This
imbalance may partly reflect the current literature and partly
the retrieval strategy used here. As a result, our conclusions
are stronger for text-dominant detection pipelines than for
rapidly growing multimodal settings.

Ethical Considerations

Inferring intent in disinformation detection is inherently un-
certain, as intent is subjective and may be misattributed.
Models that approximate intent risk falsely labeling unin-
tentional behavior as malicious, which could lead to poten-
tial harms in moderation decisions. At the same time, ex-
cluding intent may oversimplify disinformation and create a
false sense of consensus about what constitutes harmful in-
formation. We therefore argue that intent should be treated
as a necessary component in disinformation detection.
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