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Abstract

Human-Al collaboration is rapidly transforming decision-
making across domains, yet it introduces a complex set of
cyber-social risks that extend beyond traditional technical
concerns such as bias and opacity. This paper synthesizes
prior literature to provide a structured understanding of these
risks across five dimensions: cognitive, emotional and psy-
chological, social and organizational, trust and information,
and governance and accountability. We examine how chal-
lenges such as cognitive overload, Al anxiety, invisible labor,
epistemic misalignment, and responsibility gaps emerge from
the interaction between human cognition, system design,
and institutional contexts. We also review current mitigation
strategies, such as explainable Al, uncertainty visualization,
frictional interaction design, team coordination frameworks,
and governance models. Furthermore, we critically analyze
their limitations, emphasizing ongoing trade-offs and unre-
solved tensions. Building on this analysis, we outline key fu-
ture research directions aimed at improving trust calibration,
supporting cognitive and emotional sustainability, strength-
ening human-Al team dynamics, and advancing accountable
governance. Together, this work contributes a comprehensive,
multi-level perspective on the risks and design challenges of
human-AlI collaboration, and provides a foundation for devel-
oping more responsible, human-centered, and sustainable Al
systems.

1 Introduction

Artificial intelligence (AI) systems have become deeply em-
bedded in everyday life, spanning domains such as commu-
nication, creative work, scientific discovery, and decision-
making. With the rapid advancement of generative Al and
conversational agents, Al is no longer confined to back-
ground automation tasks; instead, it is increasingly posi-
tioned as an interactive partner in domains such as edu-
cation, journalism, healthcare, and data science [41, 27].
This shift reflects a broader transition from automation to
augmented intelligence, where Al systems are designed to
complement and extend human cognitive capabilities within
human-in-the-loop frameworks [11]. Concepts such as Ex-
tended Mind Theory further conceptualize Al as a cogni-
tive extension of human reasoning, enabling more symbiotic
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forms of collaboration [30, 21]. Empirical studies increas-
ingly demonstrate that human-Al teams can outperform ei-
ther humans or Al alone, particularly in complex decision-
making contexts such as medical diagnosis and scientific re-
search [35, 33].

As these systems evolve, the nature of human-Al relation-
ships is also transforming. Al systems are no longer treated
solely as tools, but as collaborators, advisors, and even so-
cial partners in decision-making processes [39]. This shift
has important implications for how individuals interpret al-
gorithmic recommendations, calibrate trust, and allocate re-
sponsibility in decision-making [18]. Consequently, human-
Al collaboration not only reshapes technical workflows but
also influences social norms, professional roles, and institu-
tional practices.

However, this transformation introduces significant chal-
lenges. Working with Al systems fundamentally alters hu-
man cognitive processes, shifting effort from task execution
to monitoring, interpreting, and validating algorithmic out-
puts. This redistribution of cognitive labor increases men-
tal workload and contributes to decision fatigue, particu-
larly under time constraints where humans retain ultimate
responsibility for outcomes [4, 5, 7]. At the same time, the
integration of Al into workplace environments introduces
broader psychological and organizational pressures, includ-
ing technostress, anxiety about job displacement, and dis-
comfort with complex technological systems [23]. The in-
creasing use of anthropomorphic and socially expressive Al
further complicates these dynamics, as human-like interac-
tions can foster emotional dependence, enable manipulation,
and increase the risk of unintended disclosure of sensitive
information [37].

At the institutional level, these challenges are ampli-
fied by issues of transparency, accountability, and gover-
nance. As Al systems become embedded in high-stakes
decision-making contexts, unclear responsibility boundaries
can lead to a “responsibility gap,” where accountability for
Al-influenced outcomes is difficult to assign [1, 3]. Over
time, this ambiguity may encourage excessive reliance on
Al systems, contributing to the erosion of human agency and
the emergence of learned helplessness in decision-making
processes [1].

Understanding these evolving human-Al relationships,
therefore, requires a comprehensive examination of not only



technological capabilities but also the cognitive, emotional,
social, and institutional contexts in which they operate. Prior
work suggests that effective collaboration depends on fac-
tors such as trust calibration, communication quality, and
interaction frameworks that preserve human agency while
leveraging Al capabilities [14, 12].

Motivated by these challenges, this paper investigates the
emerging dynamics of human-Al collaboration and their im-
plications for individuals and organizations. Specifically, we
address the following research questions:

* What types of relationships are emerging as Al systems
become more interactive and collaborative?

* What are the risks and benefits of these relationships?

* What responsibilities do designers, institutions, and users
have in ensuring responsible and trustworthy collabora-
tion?

To answer these questions, we first examine the concep-
tual foundations of human-Al collaboration, followed by a
systematic analysis of cyber-social risks and their mitigation
strategies.

2 Conceptualizing Human-AI Collaborations

Understanding human-AlI collaboration requires a clear un-
derstanding of the exact nature of the relationship between
human workers and intelligent systems. Early perspectives
treated artificial intelligence strictly as a computational tool
built to automate routine tasks and execute predefined com-
mands [17, 41]. However, with increasing interaction and
adaptation, researchers have increasingly left the automation
mindset. Instead, they conceptualize these systems as collab-
orative partners within an Augmented Intelligence paradigm,
a model in which AI extends the limits of human cognition,
while the human retains strategic oversight [11, 24, 39].

Building on this perspective, prior work suggests that
human-AlI interaction can be understood as a continuum re-
flecting a transition from passive tools to socially interactive
partners. To synthesize this evolution, we propose a two-
dimensional conceptual model of human-Al collaboration,
organized along (1) the level of Al autonomy and (2) the
degree of social interaction (Figure 1). This model captures
how increasing technical capability and social expressive-
ness jointly reshape the nature of human-Al relationships.

At the lowest level of autonomy and social interaction, Al
systems function as fools, executing predefined tasks such
as classification or data processing. Interaction in this stage
is largely transactional: humans issue commands, and sys-
tems return outputs [17]. While this approach is effective for
routine calculations, it offers limited chances for deeper col-
laboration between humans and Al.

As capabilities expand, Al systems increasingly oper-
ate as assistants, supporting human decision-making by di-
viding cognitive labor. In this configuration, Al performs
large-scale data processing and pattern recognition (the
“know-what”), while humans contribute contextual inter-
pretation, ethical reasoning, and situational judgment (the
“know-why”) [25, 21]. Maintaining a human-in-the-loop en-
ables organizations to leverage computational power with-
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Figure 1: Two-dimensional conceptual model of human-Al
collaboration organized by Al autonomy and level of social
presence. The model illustrates the evolutionary progression
of Al systems from tool-based automation to collaborative
and socially interactive partners, highlighting increasing in-
terdependence and social engagement.

out relinquishing control over complex or high-stakes deci-
sions [11].

Moving beyond assistance toward true collaboration re-
quires a fundamental shift in system design. Rather than
relying on supervisory control, human-Al teams must be
structured around principles such as mutual observability,
directability, and shared awareness, as highlighted in frame-
works like the HACO taxonomy [12]. At this stage, Al
systems are better understood as collaborators, where per-
formance emerges from the interdependence between hu-
mans and machines. This necessitates shared behavioral
norms, coordinated decision-making, and collective goal
alignment [31].

To support such tightly coupled collaboration, researchers
have extended traditional team theories to hybrid settings.
The Extended IMOI (Inputs — Mediators — Outputs —
Inputs) model emphasizes the importance of developing
shared mental models and bilateral transactive memory,
where both humans and Al maintain an understanding of
each other’s knowledge and capabilities [13]. In this context,
Al systems must adapt to human constraints and workflows,
while humans act as coherence anchors, ensuring alignment
with broader strategic objectives [48, 13]. Recent advances
in generative Al and natural language interfaces further ex-
tend this trajectory by introducing a strong social dimension
to human-Al interaction. Through conversational interfaces,
personas, and expressive behaviors, Al systems increasingly
exhibit social presence, which can trigger anthropomorphic
perceptions [37]. As users begin to attribute human-like in-
tentions to Al systems, interactions shift from tool usage
to social engagement, fundamentally altering expectations



around communication, coordination, and trust [37, 18]. In
such settings, human-Al collaboration evolves into a form of
cognitive interaction, where Al systems participate in nego-
tiation, conflict resolution, and shared decision-making [34].

This progression toward socio-cognitive integration un-
derscores the necessity of grounding human-Al collab-
oration firmly within the Human-Centered Al (HCAI)
paradigm [47, 29]. Rather than prioritizing efficiency alone,
HCAI emphasizes user empowerment, transparency, and hu-
man agency [47]. In well-designed systems, humans retain
the ability to override or guide algorithmic outputs, ensur-
ing accountability and control. At its most advanced stage,
this relationship aligns with the Extended Mind perspective,
where Al systems function not merely as external tools but
as integrated extensions of human reasoning [30, 47]. This
conceptual model provides a unifying lens to organize and
interpret the diverse cognitive, emotional, social, informa-
tional, and governance risks discussed in the following sec-
tions.

3 Benefits of Human-AI Collaboration

Beyond computational efficiency, prior research highlights a
range of benefits arising from conceptualizing Al systems as
collaborative partners rather than passive tools. These bene-
fits include cognitive augmentation, improved coordination
in complex tasks, enhanced user experience, and broader ac-
cessibility to specialized knowledge.

A primary advantage lies in cognitive augmentation.
Within the augmented intelligence paradigm, Al systems
complement rather than replace human reasoning by pro-
cessing large-scale data and identifying latent patterns [11,
25]. This enables a structured division of cognitive labor,
where Al performs high-volume analytical tasks while hu-
mans focus on contextual interpretation, ambiguity resolu-
tion, and ethical judgment [21, 20]. Empirical evidence sup-
ports the effectiveness of this approach: in high-stakes do-
mains such as medical diagnostics, human-Al teams often
outperform both human experts and standalone Al systems
in terms of accuracy and error reduction [35, 33]. Moreover,
recent work suggests that advanced collaborative systems
can dynamically reallocate roles between humans and Al
based on task complexity and uncertainty, further enhancing
performance [28].

Beyond individual decision-making, human-Al collabo-
ration also enables more effective coordination in complex
environments. Sustained interaction between humans and
Al systems can give rise to forms of augmented collec-
tive intelligence, improving problem-solving and decision-
making at the group level [25, 39]. This is evident in emerg-
ing paradigms such as Industry 5.0, where collaborative
robots integrate machine precision with human adaptability
to enhance reliability and efficiency in multifaceted work-
flows [10].

Human-Al interaction further influences users’ psycho-
logical experience in positive ways. Studies show that in-
tegrating conversational Al and natural language interfaces
into workflows can reduce perceived mental effort and frus-
tration, while improving task engagement and productiv-
ity [40]. As Al systems become more socially expressive,

users increasingly perceive them as collaborative partners
rather than tools, fostering higher levels of engagement and
trust [37, 18]. In some contexts, particularly among knowl-
edge workers experiencing high workload, delegating tasks
to Al systems can also function as a coping mechanism that
alleviates cognitive and emotional strain [53].

Finally, human-AlI collaboration can serve as a democra-
tizing force by expanding access to specialized skills and ex-
pertise. Al systems can help non-expert users perform com-
plex tasks at levels approaching those of experienced pro-
fessionals, as demonstrated in domains such as diagnostics
and automated modeling [35, 49]. In educational contexts,
intelligent tutoring systems can adapt content to individual
learners’ needs, improving accessibility and supporting per-
sonalized learning at scale [24].

4 Cyber-Social Risks in Human-Al
Collaboration

While human-Al collaboration offers substantial benefits in
augmenting decision-making, it also introduces a range of
sociotechnical vulnerabilities that extend beyond traditional
concerns such as algorithmic bias or model opacity. These
risks emerge from the complex interplay between human
cognition, emotional responses, and institutional structures
when interacting with intelligent systems. Prior work has
identified diverse challenges, including cognitive overload,
Al anxiety, invisible labor, epistemic misalignment, and re-
sponsibility gaps, which we organize into five categories:
cognitive, emotional and psychological, social and organi-
zational, trust and information, and governance and account-
ability risks (Table 1). In parallel, existing mitigation strate-
gies and design frameworks are summarized in Table 2, pro-
viding a foundation for the critical analysis that follows.

Cognitive Risks

Prior research has consistently shown that integrating Al
into decision-making processes reshapes, rather than elim-
inates, human cognitive labor. While Al systems reduce the
effort required for data analysis, they shift the burden toward
monitoring, interpreting, and validating outputs. This redis-
tribution of labor often increases mental workload, leading
to what has been described as Al decision fatigue [4, 6].

A key challenge in this context is verifying Al-generated
outputs effectively. Steyvers et al. demonstrate that when
verification requires substantial cognitive effort, users ex-
perience overload and frequently abandon the verification
process altogether. As a result, users tend to rely more
heavily on Al recommendations, contributing to automa-
tion bias, where outputs are accepted with limited critical
scrutiny [24, 38].

Efforts to mitigate these risks have focused on improv-
ing transparency and user engagement. However, Explain-
able AI (XAI), while intended to support informed decision-
making, often introduces additional cognitive burden. Prior
work shows that overly complex explanations can over-
whelm users, increasing cognitive load and encouraging re-
liance on heuristic shortcuts rather than deeper analytical
reasoning [38, 5, 16].



To address these challenges, researchers have proposed
design-oriented mitigation strategies such as Frictional Al
and Extraheric Al [38, 54]. Rather than minimizing user ef-
fort, these approaches deliberately introduce productive cog-
nitive friction (i.e., germane cognitive load) through mecha-
nisms such as cognitive forcing functions. For example, sys-
tems may require users to form an independent judgment be-
fore revealing Al recommendations, or prompt them to con-
sider alternative perspectives [38, 54]. Such interventions
aim to promote deeper analytical reasoning, reduce automa-
tion bias, and preserve higher-order cognitive skills [5, 54].

Despite their promise, these mitigation strategies face im-
portant limitations. A key challenge is the user preference
paradox: users tend to prefer low-effort interactions, even
when reduced cognitive engagement leads to poorer deci-
sion quality [5]. Similarly, friction-based approaches must
contend with the reality of rational resource allocation;
when cognitive demands become too high, users may disen-
gage entirely rather than invest additional effort [43]. These
tensions are further exacerbated in time-constrained envi-
ronments, where effective human-Al collaboration paradox-
ically requires more cognitive processing time, not less [7].

Beyond immediate interaction challenges, deeper cog-
nitive limitations persist. The concept of meta-knowledge
deficit highlights users’ difficulty in accurately assessing
their own uncertainty when working with Al systems, lead-
ing to poorly calibrated task delegation and misplaced
trust [15]. Over time, sustained reliance on automated sys-
tems can contribute to professional deskilling and the ero-
sion of human intuition and domain expertise [49, 54].

These findings suggest that while existing mitigation
strategies can partially alleviate cognitive risks, they re-
main constrained by fundamental trade-offs between usabil-
ity, cognitive effort, and decision quality. Addressing these
tensions remains a critical challenge for designing sustain-
able human-AlI collaboration.

Emotional and Psychological Risks

Beyond cognitive challenges, prior research highlights a
range of emotional and psychological risks emerging from
sustained human-Al interaction. The rapid integration of
Al into everyday work and decision-making contexts has
been associated with heightened psychological strain, of-
ten conceptualized as technostress. This phenomenon man-
ifests through dimensions such as techno-overload, techno-
complexity, and techno-insecurity, all of which contribute to
increased job stress and burnout [51, 23].

Additionally, these effects are not unidirectional. Emerg-
ing evidence suggests that individuals experiencing burnout
may turn to Al systems as a coping mechanism, delegat-
ing tasks to reduce cognitive and emotional burden. While
this strategy may provide short-term relief, it can initiate a
reinforcing cycle of dependency, where reliance on Al fur-
ther reduces users’ capacity or willingness to engage inde-
pendently [53]. At a broader level, such concerns are cap-
tured by the concept of Al anxiety, which encompasses fears
related to job displacement, loss of control, and broader
uncertainty in sociotechnical systems [50]. These anxieties
are further compounded by sociotechnical blindness, where

users struggle to critically understand or interrogate the sys-
tems shaping their work and decisions.

In parallel, advances in Al design, particularly the use
of anthropomorphic and socially expressive features, intro-
duce additional emotional vulnerabilities. While such fea-
tures are intended to enhance usability and engagement,
prior work shows that human-like personas can encourage
unwarranted trust, facilitate emotional manipulation, and in-
crease the likelihood of unintentional self-disclosure of sen-
sitive information [37, 3].

To mitigate these risks, researchers have proposed both
design- and education-oriented interventions. For example,
Participatory Design Fiction has been introduced as a proac-
tive approach to explore and anticipate ethical risks, includ-
ing emotional manipulation, by using narrative-based proto-
types prior to system deployment [37]. At the organizational
level, fostering Al digital literacy and developing transver-
sal skills, such as adaptability, critical evaluation, and self-
efficacy, can help users maintain psychological confidence
and agency when interacting with Al systems [42, 3]. In par-
ticular, strengthening self-efficacy in Al use has been shown
to reduce technostress and mitigate burnout associated with
Al adoption [23].

Despite these advances, important challenges remain. A
key limitation is that current frameworks insufficiently ad-
dress the reinforcing cycle of dependency, where individu-
als already experiencing stress or burnout increasingly rely
on Al delegation as a coping strategy, thereby deepening
their reliance on automated systems [53]. Similarly, exist-
ing approaches only partially capture the unique dimensions
of Al anxiety, including existential concerns and sociotech-
nical opacity, which distinguish it from traditional forms of
technology-related stress [50].

These limitations are further evident in physical human-
Al collaboration contexts, such as industrial environments,
where real-world stressors, including high task complexity,
system speed, and close human-machine proximity, remain
underexplored due to the dominance of controlled laboratory
studies [2].

Social and Organizational Risks

At the social and organizational level, prior research shows
that the integration of Al systems fundamentally reshapes
workplace relationships, coordination practices, and team
dynamics. Rather than functioning as fully adaptive col-
laborators, many Al systems lack the social flexibility re-
quired for seamless teamwork. As a result, human work-
ers are often required to compensate for these limitations by
performing significant invisible labor, the hidden cognitive
and emotional effort needed to interpret, adapt to, and co-
ordinate with rigid algorithmic systems [32, 52]. This bur-
den becomes particularly pronounced in dynamic or high-
uncertainty environments. Under conditions of unexpected
interruptions or system “shocks,” Al systems frequently fail
to adjust their communication strategies or decision-making
processes, forcing human collaborators to absorb the coor-
dination load and maintain workflow continuity [52].
Communication challenges further exacerbate these coor-
dination issues. Ambiguities in Al-generated outputs or ex-



pressions can introduce significant communicative friction,
requiring additional interpretive effort from human collab-
orators. Over time, such breakdowns can erode team cohe-
sion, disrupt shared understanding, and weaken established
organizational norms [9].

Beyond coordination, Al integration also has broader im-
plications for professional identity and organizational cul-
ture. In decentralized work environments, such as the gig
economy, generative Al tools, often optimized for effi-
ciency and standardization, can undermine workers’ creative
agency and reshape their sense of professional identity. Prior
work suggests that these systems may isolate workers, re-
duce opportunities for peer interaction, and limit collabora-
tive knowledge exchange [19].

To address these challenges, researchers have proposed
structural and team-oriented design frameworks that recon-
ceptualize Al as a collaborative partner. The HACO taxon-
omy, for instance, shifts the design paradigm from supervi-
sory control to partnership by emphasizing properties such
as mutual observability, shared awareness, and directabil-
ity [12]. Similarly, the Extended IMOI (Inputs — Mediators
— Outputs — Inputs) model adapts traditional team theory
to hybrid human-Al settings, highlighting the importance
of developing cross-species shared mental models and bi-
lateral transactive memory, a shared understanding of who
knows what within the team [13]. These approaches also em-
phasize the role of humans as coherence anchors, responsi-
ble for maintaining alignment across diverse Al-generated
outputs and preserving a unified strategic direction.

Despite these advances, important limitations remain. Ex-
isting frameworks do not fully resolve the burden of invis-
ible labor, particularly during unexpected workflow disrup-
tions, where human collaborators must compensate for the
rigidity of Al systems [52]. Similarly, communicative am-
biguity remains a persistent challenge, as current models do
not adequately address the lack of nuanced social cues in
Al-generated interactions, which can quickly fracture coor-
dination and erode trust [9].

These limitations are especially pronounced in decentral-
ized and gig-based work environments, where efficiency-
driven Al tools can exacerbate professional isolation and di-
minish opportunities for peer collaboration and identity for-
mation [19].

Trust and Information Risks

Effective human-Al collaboration depends on well-
calibrated trust. However, prior research shows that users
often oscillate between over-reliance and unwarranted
skepticism when interacting with Al systems [18]. This
instability in trust calibration is partly driven by users’
limited ability to interpret and assess Al confidence signals.
In particular, humans struggle to detect miscalibrated or
overconfident outputs, leading them to accept erroneous
recommendations with insufficient scrutiny [26]. Such
misalignment between perceived and actual system relia-
bility introduces significant epistemic risks. In the context
of language models, these risks are further amplified by
the systems’ inability to consistently distinguish between
subjective user beliefs and verifiable factual knowledge,

resulting in responses that may misinterpret context or in-
appropriately “correct” user inputs—especially in sensitive
domains such as advisory or mental health settings [44].

At the level of human-Al teams, these informational
dynamics can lead to broader coordination failures. Prior
work identifies phenomena such as epistemic drift, where
shared understanding gradually diverges from reality; cog-
nitive abundance overload, where an excess of Al-generated
information overwhelms decision-making; and false conver-
gence, where Al outputs are mistakenly perceived as objec-
tive consensus or authoritative truth [13]. These patterns can
undermine collective reasoning processes and distort group
decision-making.

To mitigate these risks, researchers have proposed socio-
technical approaches to improve trust calibration and trans-
parency. The Socio-Technical Trust Framework, for exam-
ple, conceptualizes trust as a dynamic process shaped by a
continuous feedback loop between system performance and
user reliance [18]. Complementing this perspective, uncer-
tainty visualization techniques aim to communicate model
confidence more effectively by representing epistemic un-
certainty through intuitive visual cues, such as color satu-
ration or transparency [36, 46]. Presenting uncertainty in
frequency-based formats rather than raw probabilities has
also been shown to reduce cognitive biases, such as confir-
mation bias [8]. Additionally, hybrid decision architectures
such as classification with rejection defer highly uncertain
predictions to human experts, enabling more efficient allo-
cation of decision-making responsibility [45].

Despite these advances, important limitations remain. A
fundamental challenge lies in persistent human cognitive
blind spots: users often fail to recognize when Al systems
are confidently incorrect, leading to continued over-reliance
even when uncertainty information is available [26]. More-
over, existing frameworks do not adequately address epis-
temic misalignment in natural language interactions. Lan-
guage models frequently fail to distinguish between subjec-
tive beliefs and factual claims, defaulting to fact correction
rather than contextual understanding [44]. This limitation is
particularly problematic in high-stakes, human-centered do-
mains, where interpreting user intent and perspective is as
critical as factual accuracy.

Governance and Accountability Risks

At the institutional level, the growing integration of Al sys-
tems into high-stakes decision-making contexts raises sig-
nificant governance and accountability challenges. Prior re-
search identifies this issue as part of a broader governance
crisis, in which the responsibilities of developers, deploying
organizations, and end users remain poorly defined. In do-
mains such as healthcare, finance, and corporate governance,
this ambiguity gives rise to a responsibility gap, where ac-
countability for Al-influenced decisions is difficult to clearly
assign [1].

Empirical evidence from clinical settings illustrates the
practical implications of this gap. Even when Al systems
provide recommendations for diagnosis or treatment, legal
and ethical responsibility typically remains with human pro-
fessionals, such as physicians or nurses. This creates a ten-



Table 1: Summary of cyber-social risks in human-AlI collaboration, organized across five dimensions with representative chal-

lenges identified in prior literature.

Sources

Risk Category

Cognitive

Emotional
Risks & Psychological

Social &
Organizational

Trust &
Information

Governance &
Accountability

Park et al. [32]

Johnson, Dudding, and Carrington [22]

Xu et al. [52]

Kim, Davis, and Hong [24] v
Fiigener et al. [15] v
Rezwana and Maher [37]

Boni [3]

Ahdadou, Aajly, and Tahrouch [1]

Nengminja [31]

Wang et al. [49] v
Suzgun et al. [44]

Imteyaz et al. [19]

GUPTA et al. [18]

Eccles [13]

Romeo and Conti [38] v
Chen and Zhang [9]

Yang, Guo, and Zhang [53]

Xia [51]

Boyaci, Canyakmaz, and De Véricourt v
[4]

Li et al. [26]

Wang and Wang [50]

Buschmeyer, Hatfield, and Zenner [6] v
Kim and Lee [23]

Steyvers and Kumar [43] v
Cao, Gomez, and Huang [7] v

4

4
4

4

sion between reliance on Al-generated advice and the obli-
gation to exercise independent judgment, particularly when
adverse outcomes occur [22].

Beyond legal ambiguity, governance risks are further
shaped by behavioral dynamics in human decision-makers.
Over time, repeated reliance on Al recommendations can
lead to a gradual abdication of responsibility, where indi-
viduals defer to system outputs rather than actively evaluat-
ing them. This phenomenon has been described as a form of
learned helplessness, in which decision-makers relinquish
their agency in favor of algorithmic authority [1].

In the absence of robust governance mechanisms, these
issues are exacerbated by the opacity and potential biases
of Al systems. Unchecked reliance can scale discrimina-
tory outcomes, embed systemic biases into institutional pro-
cesses, and ultimately erode trust in Al-enabled decision-
making [24, 31].

To address these challenges, the literature proposes
governance-oriented frameworks grounded in human-
centered principles. The Human-Centered Al (HCAI)
paradigm emphasizes shared decision-making architectures
that prioritize user agency and oversight over full automa-
tion [47]. Complementing this perspective, lifecycle-based

governance models such as the CARES framework (Co-
Design, Assess, Rollout, Evaluate and Evolve, Share) and
ex ante impact assessments provide structured approaches
for embedding continuous auditing, stakeholder participa-
tion, and proactive evaluation of societal risks prior to de-
ployment [3, 29].

Despite these advances, critical gaps remain. Existing
frameworks offer limited guidance on resolving the respon-
sibility gap in practice, particularly in situations where hu-
man actors retain legal liability while operating within Al-
directed workflows [22]. Similarly, they do not fully address
the psychological dynamics of learned helplessness, where
prolonged reliance on Al systems gradually diminishes hu-
man agency and critical engagement [1].

5 Future Research Directions

Building on the identified cyber-social risks and the limita-
tions of existing mitigation strategies, future research must
move beyond isolated technical fixes toward a more inte-
grated understanding of human-Al collaboration as a dy-
namic sociotechnical system. The following directions out-
line key areas that require further investigation.



Table 2: Overview of mitigation strategies and design frameworks proposed in prior work to address cyber-social risks in

human-AlI collaboration.

Sources

Risk Category

Cognitive

Emotional
Risks & Psychological

Social &
Organizational

Trust &
Information

Governance &
Accountability

Somaratne, De Silva, and Athukorala

[42]

Dubey et al. [12]

Usmani, Happonen, and Watada [47]

Rezwana and Maher [37]

Boni [3]

Majumder and Adebiyi [29]

GUPTA et al. [18]

Eccles [13]

Romeo and Conti [38] v
Buginca, Malaya, and Gajos [5] v
Cao, Liu, and Huang [8]

Tomsett et al. [46]

Kim and Lee [23]

Reyes, Batmaz, and Kersten-Oertel [36]

Yatani, Sramek, and Yang [54] v
Thuy and Benoit [45]

AN N

Human-AI Social Dynamics and Coordination

Future research should focus on understanding and model-
ing the evolving social dynamics of human-Al teams, par-
ticularly under conditions of uncertainty and workflow dis-
ruption. While frameworks such as HACO and the Extended
IMOI model provide initial structures for collaboration, they
do not fully capture the adaptive behaviors required during
real-world coordination failures, such as system “shocks” or
communicative ambiguity.

A critical open question is how to design Al systems
that can dynamically adjust their communicative strategies
and coordination roles to reduce the burden of invisible
labor currently placed on human collaborators. Addition-
ally, more work is needed to investigate how human roles,
such as““‘coherence anchors,” can be operationalized and sup-
ported in hybrid teams without reinforcing cognitive over-
load or hierarchical bottlenecks. Longitudinal and field-
based studies, particularly in decentralized and resource-
constrained environments like small newsrooms or gig work,
are necessary to understand how human-Al collaboration re-
shapes professional identity, peer interaction, and collective
knowledge formation over time.

Trust Calibration and Epistemic Alignment

A central challenge for future research lies in improving
trust calibration between humans and Al systems. Exist-
ing approaches, such as uncertainty visualization and socio-
technical trust frameworks, offer promising directions but
fail to fully account for persistent human cognitive blind
spots, particularly the inability to confidently detect incor-
rect Al outputs [26].

Future work should explore how to design interfaces and

interaction paradigms that support epistemic alignment, en-
suring that Al systems and users share a common under-
standing of uncertainty, confidence, and knowledge bound-
aries. This includes developing adaptive explanations that
vary based on user expertise, as well as investigating how
frequency-based uncertainty representations can be person-
alized to different cognitive profiles [8]. Moreover, research
is needed to address epistemic misalignment in natural lan-
guage interactions, particularly in contexts where distin-
guishing between subjective beliefs and factual knowledge
is critical (e.g., mental health, legal reasoning) [44].

Beyond interface design, future studies should examine
how trust evolves over time in repeated human-Al interac-
tions, moving from static evaluations toward dynamic, lon-
gitudinal models of trust development.

Designing for Cognitive and Emotional
Sustainability

While existing work highlights cognitive overload, technos-
tress, and Al anxiety, future research should focus on design-
ing systems that support long-term cognitive and emotional
sustainability. Current mitigation approaches, such as ex-
plainability and frictional Al, introduce a fundamental trade-
off between usability and critical engagement, often failing
to resolve the “user preference paradox,” where users favor
low-effort systems despite reduced decision quality [5].
Future directions should investigate how to balance pro-
ductive cognitive friction with usability by dynamically
adapting interaction complexity based on task context, time
pressure, and user state. This includes exploring mecha-
nisms for adaptive “cognitive pacing,” where systems regu-
late the amount and timing of information presented to avoid



overload while still promoting critical reasoning.

Additionally, more research is needed to understand the
emotional dynamics of human-Al interaction, particularly
the reinforcing cycle of dependency where users rely on
Al as a coping mechanism for burnout [53]. Participa-
tory methodologies, such as design fiction, offer promis-
ing avenues for anticipating emotional manipulation risks
and defining ethical boundaries in anthropomorphic Al sys-
tems [37]. However, their effectiveness in real-world deploy-
ment contexts remains underexplored and warrants further
empirical validation.

Governance, Accountability, and Institutional
Integration

At the institutional level, future research must address un-
resolved governance challenges, particularly the respon-
sibility gap and the erosion of human agency in Al-
mediated decision-making. While frameworks such as
Human-Centered AI (HCAI) and lifecycle models like
CARES provide structured approaches for ethical oversight,
they do not fully resolve practical questions of accountabil-
ity when human actors remain legally responsible for Al-
influenced outcomes [22, 29].

Future work should explore new governance models that
explicitly define responsibility distribution across human
and Al actors, including legal, organizational, and techni-
cal mechanisms for accountability. This includes investigat-
ing how shared decision-making architectures can be oper-
ationalized without leading to learned helplessness or over-
reliance on Al systems.

Moreover, proactive governance approaches, such as im-
pact assessments and continuous sociotechnical auditing,
should be studied in real-world settings to evaluate their
effectiveness in mitigating bias, preserving human rights,
and maintaining institutional trust [3]. Importantly, research
should also examine how governance frameworks can be
adapted for small-scale or resource-constrained organiza-
tions, where formal regulatory infrastructures may be lim-
ited.

Toward Integrated Sociotechnical Design
Frameworks

Finally, future research must move toward integrated frame-
works that jointly address cognitive, emotional, social, and
institutional dimensions of human-AlI collaboration. Exist-
ing approaches often operate in isolation, for example, fo-
cusing on explainability, trust, or governance independently,
without accounting for the interdependencies between these
factors.

An important direction is the development of holistic
design paradigms that combine human oversight, uncer-
tainty communication, participatory design, and organiza-
tional governance into a unified system perspective. Such
frameworks should explicitly account for the trade-offs iden-
tified throughout this work, including tensions between effi-
ciency and critical engagement, transparency and cognitive
load, and delegation and accountability.

Advancing this agenda will require interdisciplinary col-
laboration across human-computer interaction, Al, organi-
zational science, and ethics, as well as a shift toward longi-
tudinal, in-the-wild studies that capture the evolving nature
of human-Al relationships in practice.

6 Limitations

Although this survey is a synthesis of emerging cyber-social
threats systematically, it has a number of limitations. First,
as a literature review, the findings are constrained by the
scope and focus of the existing literature, a good part of
which is done in controlled laboratory conditions, not in the
real-world industrial conditions [17, 2]. In turn, the overall
applicability of these risks to in-the-wild collaborations is
currently untapped and has yet to be investigated in longi-
tudinal studies. Additionally, although we suggest an inte-
grated sociotechnical perspective as the way to fill existing
gaps, it is theoretical and needs to be further empirically con-
firmed in order to determine its viability in practical appli-
cation in the setting of complex human-AI teamwork.

7 Conclusion

Human-AI collaboration is increasingly central to decision-
making across domains, yet it introduces a complex set of
cyber-social risks that extend beyond technical limitations.
In this work, we synthesized prior literature to identify five
key dimensions of risk: cognitive, emotional, and psycho-
logical, social and organizational, trust and information, and
governance and accountability, and examined the limitations
of existing mitigation approaches. Our analysis shows that
these challenges arise from deeper sociotechnical tensions
between human cognition, system design, and institutional
structures, rather than isolated algorithmic failures. Address-
ing these risks requires moving beyond fragmented solutions
toward integrated, human-centered design and governance
frameworks that preserve human agency, support calibrated
trust, and ensure accountability, thereby enabling more re-
sponsible and sustainable human-Al collaborations.
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