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Abstract

Online information spaces are where people encounter and
judge institutional communication, making federal research
agency press releases attractive targets for large-scale persua-
sive interference. We study this cyber social threat by gen-
erating 134,136 LLM-based persuasion attacks against 972
press releases from ten agencies using GPT-4, Gemma 2, and
Llama 3.1 across 23 SemEval 2023 Task 3 techniques. We
then characterize the moral framing of these attacks. Across
models, we find distinct and technique-dependent moral sig-
natures. GPT-4 most often centers Care, with Authority and
Loyalty commonly secondary. Gemma 2 places greater em-
phasis on Care and Authority, whereas Llama 3.1 leans more
strongly toward Loyalty alongside Care. These results show
that model choice materially reshapes the moral framing of
generated persuasion attacks. Identifying such signatures is
an important step toward proactive defense against narrative
manipulation in online ecosystems.

Introduction

Federal research agencies now communicate inside con-
tested online information environments where public under-
standing of science and policy is shaped through rapid inter-
pretation, challenge, and reframing. Their press releases are
meant to explain programs, findings, and decisions in ways
that sustain transparency and trust (Martinelli 2006). The
spread of LLMs has changed this communication setting by
making it easy to generate fluent counter narratives that ri-
val official messages and circulate quickly at scale (Meier
2024). As such narratives proliferate, they can weaken the
reach of official communication, encourage misreadings of
complex trade offs, and raise the burden of maintaining com-
municative resilience under repeated pressure (Radivojevic
et al. 2024; Chaudhary and Penn 2024). In this sense, com-
munication by federal research agencies becomes a salient
target within cyber social threat environments shaped by
LLM enabled persuasion.

The threat is not only volume, but the patterned use
of persuasive language that LLMs can reproduce contin-
vously and cheaply. Generated attacks can favor simpli-
fied certainty over uncertainty, reducing the nuance needed
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to understand research governance and operational con-
straints (Breum et al. 2024). They can also redirect attention
away from evidence and toward peripheral interpretive cues,
weakening evidence based reasoning in agency communica-
tion (Dontcheva-Navratilova et al. 2020). Such attacks often
combine emotional appeals, strategic framing, and discred-
iting moves that erode credibility and complicate coordi-
nated public response (Bassi, Fomsgaard, and Pereira-Farifia
2024; Hughes et al. 2014). Their force is often strengthened
by moral framing through appeals to care and harm, author-
ity, loyalty, or purity, which channel judgment and motiva-
tion in specific directions (Carrasco-Farre 2024; Hutchens
2023; Mylrea 2025). What remains unclear is how different
LLMs pair particular persuasion techniques with particular
moral frames when attacking the same agency message.

We address this problem by analyzing how moral fram-
ing varies across LLM generated persuasion attacks on fed-
eral research agency press releases, and whether those pat-
terns also shift across persuasion techniques. We construct a
large corpus of 134,136 attacks generated from 972 press re-
leases issued by ten research agencies, using 23 persuasion
techniques from SemEval 2023 Task 3. Comparing GPT-4,
Gemma 2, and Llama 3.1, we find that each model exhibits
a distinct moral profile, and that this profile changes system-
atically across techniques, both in which moral framing is
emphasized and in how strongly it is expressed. These find-
ings show that model choice and technique choice jointly
shape the moral lens through which agency press releases
are contested online. Identifying these signatures provides a
practical basis for anticipating likely framings under differ-
ent LLM driven attack strategies.

Related Work

LLMs are changing the conditions under which narratives
compete online. They make it possible to produce persuasive
text at scale, giving actors a practical way to shape attention
and redirect information flows during periods of contesta-
tion (Garry et al. 2024). Because these systems are highly
promptable, users can rapidly adapt messages to different
audiences and strategic aims with very little effort (Williams
et al. 2024). The humanlike quality of generated output also
makes attribution more difficult, while coordinated produc-
tion and distribution pipelines can elevate chosen viewpoints
and suppress the visibility of broader human participation



Persuasion Technique Care Fairness Loyalty Authority Purity Primary Framing
Appeal to Authority 0.21 0.11 0.22 0.42 0.03 Authority
Appeal to Popularity 0.37 0.09 0.25 0.24 0.04 Care
Appeal to Values 0.29 0.10 0.26 0.29 0.06 Duo
Appeal to Fear 0.31 0.12 0.27 0.26 0.04 Care
Flag Waving 0.38 0.13 0.23 0.22 0.03 Care
Cawsal 031 028 0.15 022 0.03 Care
Oversimplification
False Dilemma 0.28 0.14 0.29 0.24 0.05 Loyalty
(C)"“S?q“e“.“al , 035 0.1 0.24 025 0.05 Care
versimplification
Straw Man 0.33 0.12 0.24 0.27 0.04 Care
Red Herring 0.31 0.11 0.28 0.26 0.04 Care
‘Whataboutism 0.29 0.10 0.30 0.27 0.05 Loyalty
Slogans 0.30 0.13 0.24 0.30 0.03 Duo
Appeal to Time 0.30 0.09 0.40 0.19 0.02 Loyalty
Conversation Killer 0.29 0.09 0.26 0.28 0.08 Care
Loaded Language 0.32 0.08 0.26 0.28 0.06 Care
Repetition 0.30 0.09 0.26 0.30 0.05 Duo
Exaggeration 0.31 0.10 0.27 0.28 0.04 Care
Obfuscation 0.28 0.10 0.27 0.27 0.09 Care
Name Calling 0.36 0.15 0.24 0.21 0.03 Care
Doubt 0.35 0.13 0.22 0.26 0.04 Care
Guilt by Association 0.37 0.10 0.21 0.28 0.04 Care
Appeal to Hypocrisy 0.34 0.11 0.26 0.26 0.04 Care
Questioning
the Reputation 0.33 0.19 0.26 0.19 0.03 Care
Average 0.32 0.12 0.26 0.26 0.04 Care

Table 1: Moral framing of GPT-4 generated persuasion attacks.

(Guo 2024; Burton et al. 2024; Gros§ 2024). In this setting,
federal research agency press releases are not just public
communications. They are exposed source texts that can be
repurposed into high volume persuasion campaigns within
contested online environments.

Studying these campaigns requires a way to connect
known persuasion strategies with moral framing. Bench-
mark research has formalized and extended persuasion tech-
nique taxonomies, creating a basis for detailed analysis of
how framing is constructed across online settings (Dimitrov
et al. 2021; Piskorski et al. 2023; Dimitrov et al. 2024). Work
on online discourse further shows that emotional appeals
and repetition help maintain narrative visibility within plat-
form shaped communicative practices (Chen, Xiao, and Mao
2021; Foster 2023). At the same time, research on moral re-
framing shows that persuasion can become more effective
when appeals are aligned with audience moral values, even
as moralized attitudes can strengthen resistance to counter
persuasion, including when messages come from authorita-
tive institutions (Feinberg and Willer 2019; Kodapanakkal
et al. 2022; Luttrell, Philipp-Muller, and Petty 2019). Taken
together, these findings motivate analysis of how models dif-
fer in the moral patterns they attach to persuasion techniques
and why those differences matter for defensive preparation.

Yet the study of persuasion techniques and the study of
moralized messaging have rarely been integrated in con-
texts where institutional statements can be systematically
targeted at scale. Existing work usually centers on organic
discourse or one off interventions, and therefore does not of-
fer a framework for comparing how different LLMs combine
specific persuasion techniques with moral framing when
contesting the same source text. We address that gap by link-
ing established persuasion techniques with moral founda-
tions to analyze the moral framing of LLM generated per-
suasion attacks on federal research agency press releases.

This framing focused approach supports comparison across
models and techniques, moving analysis beyond the binary
question of whether an attack exists toward the more opera-
tional question of how that attack is morally structured, with
implications for anticipating narrative competition in online
information environments.

Method

We assembled a corpus of 972 publicly available press re-
leases issued by ten U.S. federal research organizations:
Air Force Research Laboratory (AFRL), Army Research
Laboratory (ARL), Defense Advanced Research Projects
Agency (DARPA), Defense Innovation Unit (DIU), Depart-
ment of Defense (DoD), Defense Threat Reduction Agency
(DTRA), Intelligence Advanced Research Projects Activity
(IARPA), National Geospatial Intelligence Agency (NGA),
Naval Research Laboratory (NRL), and Sandia National
Laboratories (SNL). For nine agencies, we drew a uniform
sample of 100 articles each; for IARPA, we retained all
72 articles available when the corpus was collected. Using
GPT-4 0613 (Achiam et al. 2023), Gemma 2 9B Instruct
(Team et al. 2024), and Llama 3.1 8B Instruct (Grattafiori
et al. 2024), we generated 23 persuasion attacks from Se-
mEval 2023 Task 3 (Piskorski et al. 2023) for every press
release. Each generated attack adopted an explicitly oppo-
sitional position designed to challenge the press release’s
central claims. We produced every attack in two formats,
a press release response and a social media post, yielding
134,136 persuasion attacks (https://github.com/Aptima/llm-
generated-persuasion-attack-dataset/tree/main). We manu-
ally reviewed outputs spanning every model, persuasion
technique, and medium using 10 randomly sampled source
articles, for about 1,380 generated attacks, or roughly 1%
of the dataset. This review confirmed that the intended tech-
niques appeared in the outputs. We then examined the moral



Persuasion Technique Care Fairness Loyalty Authority Purity Primary Framing
Appeal to Authority 0.38 0.10 0.24 0.26 0.02 Care
Appeal to Popularity 0.43 0.04 0.20 0.30 0.03 Care
Appeal to Values 0.47 0.09 0.20 0.20 0.04 Care
Appeal to Fear 0.40 0.06 0.27 0.25 0.02 Care
Flag Waving 0.54 0.09 0.22 0.13 0.01 Care
Causal

FURTPSN 0.43 0.10 0.24 0.20 0.03 Care
Oversimplification
False Dilemma 0.42 0.10 0.20 0.26 0.02 Care
(C)"“S?q“e“.“al , 034 006 0.23 033 0.03 Care

versimplification

Straw Man 0.34 0.14 0.11 0.40 0.01 Authority
Red Herring 0.48 0.11 0.20 0.19 0.02 Care
‘Whataboutism 0.35 0.13 0.24 0.24 0.04 Care
Slogans 0.39 0.06 0.20 0.32 0.02 Care
Appeal to Time 0.44 0.02 0.35 0.17 0.01 Care
Conversation Killer 0.31 0.09 0.21 0.36 0.03 Authority
Loaded Language 0.33 0.07 0.19 0.37 0.05 Authority
Repetition 0.25 0.07 0.14 0.51 0.03 Authority
Exaggeration 0.62 0.05 0.12 0.19 0.02 Care
Obfuscation 0.52 0.11 0.17 0.17 0.03 Care
Name Calling 0.44 0.08 0.31 0.14 0.02 Care
Doubt 0.50 0.05 0.15 0.28 0.01 Care
Guilt by Association 043 0.03 0.07 045 0.02 Authority
Appeal to Hypocrisy 0.31 0.10 0.19 0.38 0.03 Authority
Questioning
the Reputation 0.46 0.11 0.23 0.15 0.05 Care
Average 0.42 0.08 0.20 0.27 0.03 Care

Table 2: Moral framing of Gemma 2 generated persuasion attacks.

framing of these attacks through moral foundations theory
across Care, Fairness, Loyalty, Authority, and Purity (Gra-
ham, Haidt, and Nosek 2009), computing per attack founda-
tion distributions and aggregating them by persuasion tech-
nique and by model to show how each LLM emphasizes dis-
tinct moral appeals when generating oppositional content.

Results
GPT-4

In GPT-4 persuasion attacks, moral framing follows recog-
nizable patterns that matter for analyzing adversarial on-
line influence. Flag Waving is most associated with Care
at 0.38, pointing to protection centered appeals, whereas
Causal Oversimplification aligns most with Fairness at 0.28
through justice focused causal claims. Appeal to Time pro-
duces the strongest Loyalty signal at 0.40 by drawing on
continuity, tradition, and in group attachment, while Appeal
to Authority peaks on Authority at 0.42 by relying on hi-
erarchical credibility. Purity remains marginal overall, but
Obfuscation reaches the highest Purity value at 0.09, imply-
ing that opaque phrasing can still cue exclusivity or sanctity.
Across techniques, Care leads at 0.32, followed by Author-
ity and Loyalty at 0.26 each, with Fairness at 0.12 and Purity
at 0.04. Technique specific departures are also notable. Ap-
peal to Authority and Appeal to Time shift emphasis away
from Care toward Authority and Loyalty, False Dilemma
and Whataboutism similarly raise Loyalty, and Slogans and
Repetition spread moral framing more evenly rather than
concentrating it in one foundation.

Gemma 2

For Gemma 2, persuasion attacks also show structured links
between rhetorical form and moral framing, but with a heav-
ier concentration on protective affect. Exaggeration most

strongly activates Care at 0.62, consistent with heightened
harm and urgency cues, while Straw Man shows the clear-
est Fairness alignment at 0.14 through claims framed around
justice and procedural legitimacy. Appeal to Time most
strongly maps to Loyalty at 0.35 by invoking tradition and
collective identity, and Repetition reaches the highest Au-
thority value at 0.51 by reinforcing deference to institutions
or expert standing. Purity is again limited, though Question-
ing the Reputation records the highest Purity association at
0.05, suggesting a weak but detectable integrity related sig-
nal. On average, Care dominates at 0.42, followed by Au-
thority at 0.27 and Loyalty at 0.20, while Fairness and Pu-
rity remain lower at 0.08 and 0.03. At the technique level,
several forms cluster around Authority, Guilt by Associa-
tion keeps a relatively strong Care signal at 0.43, Repetition
shows weaker Care at 0.25, Straw Man leads Fairness, and
Loyalty is highest for Conversation Killer at 0.21.

Llama 3.1

Llama 3.1 persuasion attacks present a somewhat differ-
ent profile, where identity and alignment cues are slightly
more central than protective framing. Flag Waving most
strongly emphasizes Care at 0.39, reflecting protection and
shared empathy, while Causal Oversimplification shows its
strongest correspondence with Fairness at 0.18 through sim-
plified justice oriented attributions. Appeal to Time pro-
duces the highest Loyalty framing at 0.53 by mobilizing
tradition, continuity, and in group cohesion, and Slogans
most strongly align with Authority at 0.30 through repeti-
tion based credibility and institutional signaling. When ag-
gregated across techniques, Loyalty leads at 0.32, narrowly
ahead of Care at 0.31, with Authority at 0.24, while Fair-
ness at 0.09 and Purity at 0.03 remain comparatively weak.
This pattern suggests attacks that are built less around pu-
rity claims and more around collective identity, tradition,



Persuasion Technique Care Fairness Loyalty Authority Purity Primary Framing
Appeal to Authority 0.28 0.10 0.34 0.25 0.03 Loyalty
Appeal to Popularity 0.31 0.05 0.35 0.25 0.04 Loyalty
Appeal to Values 0.28 0.12 0.28 0.24 0.07 Duo
Appeal to Fear 0.31 0.08 0.34 0.26 0.02 Loyalty
Flag Waving 0.39 0.06 0.34 0.19 0.02 Care
Cawsal 031 018 0.27 021 0.03 Care
Oversimplification

False Dilemma 0.34 0.08 0.33 0.23 0.02 Care
Consequential g
Oversimplification 0.30 0.05 0.34 0.27 0.03 Loyalty
Straw Man 0.35 0.10 0.27 0.25 0.02 Care
Red Herring 0.34 0.10 0.31 0.21 0.04 Care
‘Whataboutism 0.29 0.06 0.35 0.26 0.03 Loyalty
Slogans 0.32 0.07 0.30 0.30 0.02 Care
Appeal to Time 0.25 0.05 0.53 0.16 0.01 Loyalty
Conversation Killer 0.21 0.11 0.33 0.28 0.06 Loyalty
Loaded Language 0.28 0.07 0.32 0.29 0.04 Loyalty
Repetition 0.26 0.13 0.29 0.29 0.03 Duo
Exaggeration 0.36 0.06 0.32 0.22 0.03 Care
Obfuscation 0.33 0.10 0.29 0.23 0.05 Care
Name Calling 0.31 0.06 0.39 0.20 0.04 Loyalty
Doubt 0.34 0.09 0.27 0.27 0.03 Care
Guilt by Association 0.34 0.09 0.25 0.29 0.03 Care
Appeal to Hypocrisy 0.26 0.11 0.28 0.30 0.04 Authority
Questioning

the Reputation 0.33 0.15 0.29 0.18 0.05 Care
Average 0.31 0.09 0.32 0.24 0.03 Duo

Table 3: Moral framing of Llama 3.1 generated persuasion attacks.

and protective concern. Most techniques combine Loyalty
with Care, but seven techniques also register strong Author-
ity framing, including Slogans, Conversation Killer, Loaded
Language, Repetition, Doubt, Guilt by Association, and Ap-
peal to Hypocrisy, indicating repeated use of authority in-
flected rhetoric to steer interpretation and stabilize group
aligned narratives.

Discussion

These results show that large scale persuasion attacks on
institutional communications are not only feasible, but
morally structured in ways that can shape how contested nar-
ratives gain traction online. Consistent with prior work on
scalable persuasive generation, promptable models do not
simply restate source material. They reorganize it through
recurring combinations of rhetorical technique and moral
appeal, producing distinct influence profiles across models.
GPT-4 more often centers protection while selectively el-
evating authority and loyalty, Gemma 2 concentrates even
more strongly on protective affect with notable authority re-
inforcement, and Llama 3.1 leans further toward collective
identity and alignment. This matters because moral framing
helps determine whether a message is received as a warn-
ing, a fairness claim, a call for solidarity, or a cue to defer to
trusted hierarchy. In adversarial information environments,
such differences affect how the same institutional text can be
repurposed to target different audiences, intensify polariza-
tion, or erode confidence in public research communication.
The findings therefore extend persuasion taxonomies into a
more operational space by showing that technique alone is
not enough to characterize attack behavior. Defensive anal-
ysis should track the joint patterning of technique and moral
foundation, since model specific moral signatures can pro-
vide early indicators of narrative manipulation, help prior-
itize monitoring, and support more proactive countermea-

sures for protecting institutional messaging under conditions
of online contestation.

Conclusion

This work analyzes how generative persuasion systemati-
cally repurposes institutional communication at scale. By
linking persuasion techniques with moral foundations across
a large attack corpus, it shows that the risk lies not only
in synthetic message volume, but in the recurring moral
patterns through which different models recast the same
source text. This matters because model choice and tech-
nique choice jointly shape which narratives become more
salient, credible, and persuasive for different audiences. The
study therefore moves beyond detecting manipulation to-
ward characterizing its structure, providing a basis for com-
paring model behavior, anticipating likely framings, and im-
proving monitoring of repurposed messaging. More broadly,
it shows that protecting institutional communication now re-
quires attention to the interaction between automated rhetor-
ical strategy and moral framing. That interaction will be
increasingly important for understanding and countering
emerging forms of large scale narrative manipulation.
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