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Abstract

Open Source Software (OSS) platforms like GitHub thrive on
large-scale collaboration, yet hostile interactions can erode
participation and undermine community health. This moti-
vates the need to identify and profile hostile user-generated
content on GitHub. In this paper, we employ a multi-faceted
hostility definition that encompasses user behavior that de-
ters collaboration or participation by other users, including
toxic, insulting, and threatening behaviors. We then present
ASTRO, a systematic framework for identifying and profil-
ing user-generated hostile content on GitHub at scale. Given
a user or repository and its associated comments, we gener-
ate a multi-dimensional hostility vector that captures activity
across each hostility attribute. Algorithmically, we introduce
and combine two layers: 1) the Perspective API functionality,
and 2) an appropriately-prompted LLM to find a good bal-
ance between accuracy and computational cost.

We collect and then deploy ASTRO on three datasets: (a)
2,344 hostile users, (b) 1,253 hostile repositories, and (c)
100 benign random users. First, we show that our two-layer
method achieves good performance and cost: it achieves an
F1 score of 0.85 on our ground truth, while reducing the cost
of using only the LLM layer by a factor of roughly 29. Sec-
ond, we study the relationship between different dimensions
of hostility and the distribution of hostile behavior across
users and repositories, e.g., hostile users post much more than
non-hostile ones. Finally, we shed light on communities that
appear more conducive to hostile behavior, e.g., projects re-
lated to video game development. Overall, our work demon-
strates that a nuanced understanding of hostility and the abil-
ity to detect it effectively can help model it and assist the
development of approaches to mitigate its adverse effects on
GitHub and other OSS platforms.

1 Introduction

Open Source Software (OSS) platforms like GitHub har-
ness the collective expertise of large communities of con-
tributors. As user collaboration is critical for maintaining
and fostering their quality, e.g., by facilitating bug detec-
tion (Zhao and Deek 2004), the presence of hostile inter-
actions can dramatically discourage participation, posing a
significant threat to the ecosystem (Sayago-Heredia et al.
2025). Hostility can trigger cascading effects: it might deter
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potential contributors or frustrate existing ones, ultimately
undermining the integrity and the progress of the projects
as a whole (Graziotin, Wang, and Abrahamsson 2014; Ortu
et al. 2015; Sayago-Heredia et al. 2025).

By most measures, GitHub is the most popular website
for hosting and collaborating on OSS projects, with over
one billion repositories (Tyson 2025) and 150 million users.'
While we are interested in the overall OSS ecosystem, this
work focuses on GitHub due to its popularity.

Problem Statement. In this paper, we study hostile behav-
ior on GitHub — more precisely, investigating how to iden-
tify and profile hostile user-generated content on GitHub and
to elicit interesting patterns. To do so, we first need to de-
fine hostility carefully, since a definition that is too wide or
too narrow can lead to misleading conclusions. For exam-
ple, profanity per se might not necessarily be situationally
inappropriate (Jay and Janschewitz 2008) and might not ul-
timately deter collaboration on OSS platforms; depending
on the context, the resulting harm might be limited, as, e.g.,
swearing can also serve a functional/cathartic function (Pa-
mungkas, Basile, and Patti 2023). At the same time, hostility,
e.g., Linus Torvald’s rather infamous behavior, extends past
profanity (Torvalds 2013).

Next, we need a scalable and effective methodology to
classify GitHub interactions as hostile. Prior work mostly
relies on qualitative and/or smaller-scale studies (Miller
et al. 2022; Ferreira, Adams, and Cheng 2022; Ehsani et al.
2024), or focuses on different domains such as code re-
views (Devlin et al. 2019), pull requests (Sultana 2022),
or gender-based discrimination (Sultana and Begum Kali
2024). Whereas larger-scale studies primarily stop at pre-
liminary analyses (Raman et al. 2020; Mishra and Chat-
terjee 2024), often based on the outdated (and, to the
best of our knowledge, no longer available) GHTorrent
dataset (Gousios and Spinellis 2012). Finally, we aim to use
this methodology to assess whether specific communities are
more prone to hostility and to study possible trends in the
behavior of user groups and repositories.

Overall, in this paper, we identify and address the follow-
ing research questions:

* RQ1. How can we accurately classify nuanced forms of
hostile user-generated content on GitHub at scale?

"https://github.blog/news-insights/product-news/github-copilot- in-vscode- free/.



* RQ2. What patterns can we identify in the behavior of
users and repositories that tend to be hostile?

Our study builds on GitHub issue comments from public
repositories (from September 2006 to June 2025), including
metadata like text, author, creation date, and parent reposi-
tory/issue thread. We collect 1,253 GitHub repositories and
all their comments, as well as 2,344 users and all their com-
ments. These two datasets were collected via targeted sam-
pling to increase the likelihood of capturing hostile behavior,
as described in Section 2.

We then introduce ASTRO, a reusable and tunable frame-
work for identifying and profiling hostile behavior on
GitHub. ASTRO encompasses a scalable algorithmic ap-
proach that can process large numbers of posts, scalably and
accurately, by combining two layers: 1) a computationally
efficient layer to filter out ostensibly benign comments, fol-
lowed by 2) a Large Language Model (LLM)-based classifi-
cation for improved accuracy for the remaining comments.

More precisely, we critically revisit emotional concepts
(“attributes”) that can negatively impact conversations as de-
fined by PerspectiveAPI (Lees et al. 2022). We pick five of
the six production attributes of the API: insult, threat, iden-
tity attack, toxicity, and severe toxicity, while leaving out
profanity, which is more likely, in this context, to lead to
an overly-sensitive definition of hostility (see Section 3.1).
If PerspectiveAPI returns scores below 0.3 for all five at-
tributes, we filter out that comment.

For the second layer, we use an open-source LLM —
namely, llama3-70b-8192, selected after careful evaluation
— to build a five-dimensional hostility vector by prompting
it on a comment along with the definitions of the five at-
tributes (insult, threat, identity attack, toxicity, severe tox-
icity). While PerspectiveAPI has been used extensively in
prior work as a sole measure of hostility on online commu-
nities, it has also been shown not to be particularly effective
on GitHub (Sarker, Turzo, and Bosu 2020), as we also find
(see Section 4). In the process, we also experiment with dif-
ferent LLMs, comparing open-source models to proprietary
ones, and find that the former outperform the latter.

Finally, we conduct an exploratory study of several inter-
esting hostile users and repositories.

Contributions. Our work makes several main contributions:

1. Scalability and accuracy: Our approach strikes a good
balance between accuracy and scalability. Our lower-
accuracy but less expensive first layer eliminates 96.6%
of the comments. As a result, the cost of the more ex-
pensive LLM layer is reduced by over an order of mag-
nitude. As a measure of this reduction, note that we spent
a total of $35.56 on LLM API calls on the filtered com-
ments, saving us a potential $1,043.84 had we not incor-
porated this first layer — a reduction by a factor of 29 in
monetary cost, which also translates to saving on energy
and environmental costs (Moore et al. 2025).

2. Hostility definition matters. We capture hostility along
five dimensions, providing a more accurate picture of
hostility, while allowing flexibility of use to fit the de-
sired context. For example, if we did not consider insults
to be hostile, the number of hostile comments would
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Figure 1: Overview of our data collection process.

drop by 6.6%, or much more so if one only wanted to
consider threats that are not toxic, which would elim-
inate most (98.3%) of the comments from our dataset.
In other words, the five-dimensional approach, along
with the overall modular design of ASTRO, affords fu-
ture users of our framework great deal of versatility.

3. Communities exhibit different hostility levels. Some
communities are significantly more prone to hostility.
For example, repositories centered around video games
or operating systems development are among the most
hostile in our data sample, and they draw hostile users
with similar types of hostility.

4. Pride and hostility: when do users become hostile?
Most hostile users in our dataset seem to: (a) often re-
spond with hostile behavior when faced with criticism
about their work, and (b) are quite active developers,
having a number of public repositories.

Broader Implications. Although our analysis is performed
on a sample of publicly available repositories — thus, our ob-
servations may not apply to private repositories or other plat-
forms — we uncover a number of worrisome and problematic
behaviors in what should, at least in theory, be a community-
driven platform combining both automated techniques to en-
force codes of conduct and moderation tools.

Understanding OSS platform-specific hostile behavior
constitutes an essential milestone toward inclusive, respect-
ful, and overall efficient collaboration spaces for OSS de-
velopers. Identifying hostility is the first step in developing
mitigation techniques. On GitHub and other OSS collabora-
tion platforms, hostility can foster antagonism and discour-
age developers from contributing to projects (Raman et al.
2020), thereby stifling innovation and limiting the useful-
ness of open-source communities. By detecting and taking
punitive action against users who instigate hostility, plat-
forms can increase healthy interactions in OSS projects,
with users at large benefitting from more collaborative and
higher-quality software.

2 Dataset

Using a custom crawler, we collect comments posted by
GitHub users in the issue threads of public repositories made
between Sep 11, 2006 and Jun 3, 2025. For each comment,
we gather its textual data, author, creation date, parent repos-
itory, and parent issue thread. We provide a visualization of
our data collection process in Figure 1. More precisely, we



Dataset  #Users #Repos #Issues #Comments

Duser 2,344 24,456 90,492 235,177
Dyepo 91,644 1,253 141,345 498,341
Dt 100 361 595 1,083
Total 102,137 24,656 232,432 734,601

Table 1: Overview of our Datasets. #Issues represents # of
unique issue threads. For D, #Repos reports the number
of unique repositories where users in this dataset posted a
comment, and, for D,,,,, #Users represents the number of
unique users who posted a comment in these repositories.

collect and study three datasets, as also summarized in Ta-
ble 1:

* D,sr, a sample of hostile users and all their issue thread
comments,

* Do, a subset of hostile repositories from D, and all
their comments, and

* Dy, a control dataset of randomly selected users.

User Dataset (D). Due to the relative scarcity of hostil-
ity on GitHub (e.g., Raman et al. (2020) report that less than
1% of the issue threads are toxic, with toxicity decreasing
over time), we specifically look for hostile users by search-
ing for hostile activity. To do so, we start by compiling a
list of 100 hostile phrases via the Google Gemini 2.5 Flash
LLM, which are included in our anonymous repository.> We
search for each phrase through the GitHub search interface
and apply filters to only include results from issue thread
comments, then we compile a list of users posting this hos-
tile content from the usernames of every author that appears
in the first five result pages of each phrase.

Next, we build a preliminary dataset of comments by col-
lecting the issue comments posted by each user. For each
username, we crawl the issue thread search page of GitHub
for all comments owned by that user, i.e., we crawl pages us-
ing the GitHub search bar query is:issue owner:[username].
From each resulting page, up to a maximum of ten pages, we
save the repository names and issue numbers. The result is a
list of the repositories and specific issue threads that the user
has commented on. From there, we go back and collect each
issue thread, saving any comments made by the user. This
yields Dy, a dataset of 2.3K users and 235K comments.

Repository Dataset (D,,,). Next, we build a repository-
centric corpus. We select repositories by gathering the hos-
tile comments from the D, dataset and compiling a list of
the repositories they were posted in. We do so by using AS-
TRO, presented in Section 3, which labels comments using
an LLM-based hostility classification pipeline (after filtering
out comments with low Perspective API scores).

From the list, we collect the most recent issue threads
from each repository, up to the 200 most recent threads. We
then collect every comment within those threads, along with
relevant information, such as the issue and repository it was
posted in, the author of the comment, the date, and whether

2hllps://anonymous.40pen. science/t/ASTRO-GitHub.
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Figure 2: CDFs and CCDFs of the number of comments per
user in D, top row, and D,y bottom row.

the issue was locked at the time of collection. The end result
i8 Dyp,, a dataset of 1,253 repositories and 498K comments.

Control Dataset (D.,;). Finally, we create a baseline
dataset. We start by identifying 50 trending and all-time pop-
ular repositories. We gather the username of each user that
has posted a comment in at least one of the most recent 200
issue threads from each of these repositories, and randomly
sample 100 users from this list. We then create D,,,; by col-
lecting each of these 100 users’ issue comments, regardless
of repository; this results in a dataset of 1,083 comments.

Dataset Statistics. To get a sense of what our dataset looks
like, we look at the total number of comments posted by
each user or in each repository. Overall, a relatively small
percentage of the users post the majority of the comments.
Recall that we collect D, with a limit of ten result pages
per user, and D,,, with a cap of 200 issue threads per repo;
therefore, while the higher ends of the scale are not indica-
tive of the entire user population, the overall trends remain.

Our dataset indicates that hostile users are much more ac-
tive commenters than benign users. In Figure 2, we visualize
the differences in commenting behavior between the hostile
users of Dy, and the benign users of D,,;. For D, the me-
dian number of comments per user is 28. One in three users
(33.6%) post at most 10 comments, two-thirds (68.4%) at
most 100, while only 0.5% have more than 1,000. This is
starkly different from the D,,; baseline, where the median
number of comments per user is 10, with about one in six
users (17.0%) posting no comment, half posting at most 10
comments, and none posting more than 100 comments.

We also look at the number of issue threads each user
posts in: once again, a relatively small number of users com-
ment on the overwhelming majority of issue threads. More
precisely, the median number of issues per user is 15, with
slightly less than half (43.0%) in at most 10 threads, slightly



ASTRO

Definitions Toxicity

[Hosiilily Dimensions}

i

Severe Toxicity

Identity Attack

User/Repo

C)

Hostility
Vector
LLM

Classification
Module

Figure 3: Overview of the ASTRO framework.

more than half (58.0%) in at most 25 threads, and only a few
(7.4%) in more than 100. By comparison, for D, the me-
dian is 6.5 with almost two-thirds of users (61.0%) posting
in at most 10 issue threads, only one user in over 25 threads,
and none posting more than 100.

We also compare repositories with and without hostile
comments. For D,,,, the median number of comments per
repository is 319, with the distribution being a bit less
skewed. More precisely, about one in eight repositories
(12.3%) have at most 10 comments, about one third (34.5%)
at most 100, and only 5.3% have more than 100 comments.
There are 20 (1.6%) repositories with only two comments,
the lowest comment count in D,,,,. We also look at the num-
ber of issue threads each repository has. The median is 126,
with almost one quarter of repositories (23.8%) having at
most 10 issue threads, about half (47.5%) having fewer than
100, and about half (45.1%) having 200 or more. There are
96 repositories (7.7%) with only one issue thread, and no
repositories with zero.

3 The ASTRO Framework

In this section, we present ASTRO, our framework for
classifying and profiling hostile GitHub content. We present
a high-level visualization in Figure 3.

3.1 Defining Hostility

Defining hostility is inherently complex, as is the case
with many human-centric concepts. To begin addressing
this, we provide a comprehensive and flexible definition that
lends itself to a relatively unambiguous implementation.

Aiming to develop a definition of hostility appropriate to
the GitHub context, we set out to capture the complexity
of interactions encompassing inappropriate, harmful, and/or
disruptive behavior without casting too wide a net. To this
end, we use the definitions of five PerspectiveAPI (Lees
et al. 2022) production attributes, emotional concepts that
can negatively impact conversations: foxicity, severe toxic-
ity, identity attack, insult, and threat.® The intuition is that
if text exhibits any of these traits in a substantial way, we
consider it hostile; we discuss this in detail in Section 3.2.

Perspective API production attributes also include profan-
ity (defined as the use of “swear words, curse words, or other
obscene or profane language”). We intentionally exclude it
as, arguably, the presence of profanity on GitHub might not

3 https://developers.perspectiveapi.com/s/about- the-api- attributes-and-languages.

encompass hostility in all contexts. As also mentioned in the
introduction, the presence of profane content does not in it-
self signify hate speech (Jay 2009; Malmasi and Zampieri
2017). In fact, prior work has argued that models relying
too heavily on detecting foul language in in-group conversa-
tions, which may often be adjacent to OSS interactions, tend
to mistakenly conflate toxicity with profanity (Rosenblatt,
Piedras, and Wilkins 2022), even possibly reflecting hidden
racial and ethnic biases (Sap et al. 2019).

For instance, manual analysis of GitHub content yield-
ing high profanity scores shows that swear/curse words are
often used in a non-hostile manner (e.g., paraphrased for
anonymity, “Why the hell is this appearing in my terminal?”
or “I noticed this sh** too”).

A tunable definition. Our definition can easily accommo-
date customization, e.g., to accommodate the different con-
texts of research studies. Given the modular design of AS-
TRO, the selection (or weighting) of attributes used for hos-
tility classification can be adjusted to better support different
analysis objectives. For example, a study that focuses ex-
clusively on toxicity could weigh the dimensions of toxicity
and/or severe toxicity higher.

3.2 Hostility Classification

We introduce a two-layer approach to quantify hostility
by using the Perspective API functionality and a Large Lan-
guage Model (LLM)-based solution to balance scalability
and accuracy.

First Layer: Filtering out ostensibly benign comments.
Prior work has shown that PerspectiveAPI is ineffective at
identifying offensive activity on GitHub (Sarker, Turzo, and
Bosu 2020). However, we find it effective at identifying be-
nign comments with high precision. By contrast, it often
misclassifies benign comments as hostile (Sarker, Turzo, and
Bosu 2020). Therefore, we use the API as a filtering mecha-
nism to eliminate comments that are almost certainly benign.

Second Layer: In-depth classification. Having signifi-
cantly reduced the number of comments, we can afford to
use a computationally expensive LLM-based method for the
final classification. We ask the LLM to provide a binary
value for each attribute as, at least anecdotally, we find the
LLMs to be not very consistent with score ranges. In future
work, we will explore techniques from the NLP community
that use weighted averages of token probability to get a nu-
merical score at of LLMs (Betley et al. 2026). From a de-
ployment perspective, we can select among multiple LLMs
for this layer. We conduct a relatively extensive evaluation
of several candidate LLMs as discussed in Section 4. Ulti-
mately, we evaluate ASTRO on our datasets using llama3-
70b-8192, an open-source LLM made available by Meta
(70b denotes the number of model parameters, and 8192 in-
dicates that the model supports a context length of 8,192).

Our hostility classification approach is tailored to users
and repositories, as discussed next. In the rest of this section,
we focus on the second layer of the classification.

User Hostility. To classify whether a user is hostile, we feed
the LLM with their list of issue thread comments. However,
first, we create a list of “potentially hostile” comments. More



precisely, to improve efficiency when working with large
datasets, we discard comments that are confidently non-
hostile, i.e., for which Perspective API returns scores below
0.3. Recall that Perspective API scores a comment by its per-
ceived impact on a conversation based on a given attribute;
by setting a threshold of 0.3, we exclude comments where
an average reader would have less than a 30% probability to
interpret the comment as encompassing any of the attributes
(toxicity, severe toxicity, identity attack, insult, threat). Al-
though we have validated this cutoff by manually inspecting
comments with scores less than 0.3 to ensure a negligible
number of false negatives, this is another tunable parameter
that can be adjusted according to specific needs.

Next, we feed the list of “potentially hostile” comments
to 1lama3-70b-8192 along with the attribute definitions. This
yields, for each comment from each user, a hostility vector
of five dimensions, with each dimension corresponding to a
binary value for each attribute. As a default state to minimize
false negatives, we flag a user as hostile if at least one of
their comments has at least one hostile attribute. Again, this
threshold (at least one) can be tuned as needed.

Repository Hostility. To identify hostile repositories, we
feed issue thread comments to the LLM and ask it to de-
termine the five attributes (toxicity, severe toxicity, identity
attack, insult, threat). Once again, we first narrow down the
content to feed the LLM by excluding comments that are
confidently not hostile, i.e., for which PerspectiveAPI re-
turns scores below 0.3 for all five attributes. For each re-
maining comment, we get a five-dimensional hostility vec-
tor, with each dimension corresponding to a binary value for
each attribute. Ultimately, we consider, by default, a reposi-
tory to be hostile if any comment is detected to contain at
least one hostile attribute. Naturally, practitioners and re-
searchers could decide to set minimum thresholds of hostile
comments and/or issue threads, etc.

4 Evaluating LLMs for Hostility
Classification

In this section, we present our evaluation of several LLMs
for ASTRO’s hostility classification module. We create a
ground-truth dataset, evaluate several open-source and pro-
prietary models on it, and perform a small agreement study.

Ground-Truth Dataset. We build and annotate a dataset
to include a significant presence of both hostile and benign
comments. We start with a sample of all comments in D,,,.
Due to the scarcity of hostile comments, we use a stratified
sampling technique by processing the comments through
Perspective API and filtering out comments that do not meet
at least a 0.3 threshold on any attribute. We also exclude
comments that contain text in any language other than En-
glish. We then randomly sample 100 comments from the re-
sulting strata of “potentially hostile” comments and have a
domain expert manually label each comment as either hos-
tile or not, stopping once the dataset has an equal split of 50
hostile and 50 benign comments.

LLM Evaluation. We evaluate both state-of-the-art open-
source LLMs (specifically, those hosted on groq.com as
of August 2025) and proprietary ones. The former include

Model Precision Recall F1 Score
llama-3.3-70b-versatile 0.657 0.920 0.767
gemma2-9b-it 0.685 1.000 0.813
deepseek-r1-distill-llama-70b 0.719 0.920 0.807
1lama3-70b-8192 0.815 0.880 0.846
mistral-saba-24b 0.793 0.920 0.852
gemini-2.5-pro-preview-03-25 0.833 0.600 0.698
gpt-4.1 0.782 0.860 0.819
Perspective API 0.762 0.320 0.451

Table 2: Summary of our LLM hostility classification eval-
uation.

llama-3.3-70b-versatile, gemma?2-9b-it, deepseek-r1-distill-
llama-70b, lama3-70b-8192, and mistral-saba-24b, whereas
for the latter we consider gemini-2.5-pro-preview-03-25 and
gpt-4.1. We also include, as a baseline, the classifications
made by Perspective AP, selecting at least one attribute with
a score above 0.7, a threshold shown to adequately balance
precision and recall (Nakka 2025; Gervais, Dye, and Chin
2025), to classify comments as hostile.

In Table 2, we report the corresponding precision, re-
call, and F1 scores. Overall, all LLMs outperform the Per-
spective API baseline across the board in terms of F1 score.
In particular, while all models as well as the baseline ob-
tain comparable precision, PerspectiveAPI yields poor re-
call. This might be due to Perspective API being trained on
comments from online forums (e.g., The New York Times
and Wikipedia), thus being overly conservative on GitHub
content. In contrast, LLMs may be more flexible in under-
standing context and adapting to different environments. Al-
ternatively, LLMs are known to be extremely effective one
shot classifies in general, and they just might simply out-
perform the production Perspective API, which existed long
before LLMs.

Interestingly, open-source LLMs outperform proprietary
models, at least on our sample, e.g., mistral-saba-24b and
llama-3.3-70b-8192 are the most accurate. While the former
yields a slightly higher F1 score, we ultimately instantiate
ASTRO with the latter as it achieves higher precision, mak-
ing it correct more often when classifying content as hostile.

Agreement Study. To assess whether different LLMs yield
significantly different determinations, we conduct an agree-
ment study to quantify how similar each model is to the
others in comment hostility classification. Table 3 reports
the agreement matrix where each cell represents the per-
centage of ground-truth comments for which the respective
models yield the same classification. The highest agreement
is between deepseek-r1-distill-llama-70b and llama-3.3-70-
versatile, which is expected, as the former was distilled from
the latter. By contrast, the smallest agreements are primar-
ily with Perspective API, which, as discussed above, suffers
from low recall. Overall, all LLM models have reasonable
agreement, except for a couple of cases involving Gemini;
in particular, our chosen model, llama3-70b-8192, has ac-
ceptably high agreement with all other models, confirming
its suitability to classify hostile content.



Model llama-3.3-70b gemma2-9b deepseek-rl llama3-70b mistral-saba gemini-2.5-pro gpt-4.1 PerspectiveAPI

llama-3.3-70b 1.00 0.85 0.86 0.82 0.76 0.66  0.81 0.51
gemma2-9b-it 1.00 0.79 0.77 0.75 0.61 0.76 0.46
deepseek-r1-distill 1.00 0.86 0.76 072 0.85 0.57
llama3-70b-8192 1.00 0.78 0.78  0.83 0.61
mistral-saba-24b 1.00 0.72 0.77 0.57
gemini-2.5-pro 1.00  0.73 0.75
gpt-4.1 1.00 0.60
Perspective API 1.00

Table 3: Agreement matrix with the rate of common predictions between any two models on our ground-truth dataset. Model

labels in the first row are abbreviated to ease presentation.
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Figure 4: CDFs and CCDFs of the number of hostile com-
ments per user in Dy, and per repository in D .

S Experimental Evaluation

In this section, we report the results of our experimental
evaluation deploying ASTRO on our dataset of GitHub users
and repositories. First, we provide a general characteriza-
tion of hostility in our datasets, then we shed light on hostile
users from D, and the hostile repositories from D, .

5.1 Quantifying Hostility

First Layer: Filtering out benign comments. The first
layer (Perspective AP]) classifies 96.6% of our 735K posts
as benign. As mentioned earlier, the precision of this char-
acterization is very high: these posts are almost certainly be-
nign; thus, we do not consider them further. This reduces
the workload for the next layer by a factor of 29. Overall,
we spent a total of $35.56 on LLM API calls on the filtered
comments, which would have been $1,043.84 had we not
incorporated this first layer.

Relative Frequency of Categories of Hostile Comments
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Figure 5: Relative number of comments flagged with each
hostility category on D, and D,.,,. Note that comments
may fall into multiple categories.

Second Layer: In-depth classification. We begin by dis-
cussing hostility statistics. For D, we find 874 users
(30.1%) and 3,584 comments (1.5%) classified by ASTRO
as hostile. For D,,,,, we find 1,070 repositories (85.4%) and
9,135 comments (1.8%) classified as hostile. This is in stark
contrast to D,,;, where no users or comments are hostile.

In Figure 4, we report the Cumulative Distribution Func-
tions (CDFs) and Complementary Cumulative Distribution
Functions (CCDFs) of the number hostile comments per
user and per repositories in our datasets. In D, 44.1% of
users have only one hostile comment and 83.1% have five
or less, with an average of 4.1 hostile comments per user. In
Dpo, 43.3% of repos have one hostile comment and 78.0%
have five or less, with an average of 7.3 per repo. We ob-
serve that the number of hostile comments per user in D,
shares a distinctly similar trend to the number of comments
per repo in D,,p,. For instance, we find that while most users
and repos post relatively few hostile comments, there are a
few outliers that post extreme quantities of them. We delve
deeper into some of these outliers as case studies below.

In Figure 5, we also report the proportion of hostile com-
ments that were classified with each hostile category. Again,
D,.r and D,,,, share similar aggregate hostility characteris-
tics at different scales, even though they pertain to different
entities. For instance, both datasets have almost the exact
same ratios of hostility categories from their hostile com-
ments, potentially indicating that hostile users are prone to
participating in environments with the same hostile nature
as them.



Severe Insult Threat

Toxicity

Attribute | Toxicity Identity

Attack

|corr agr|corr agr|corr agr| corr agr| corr agr

Toxicity |1.00 1.00]0.30 0.61]0.10 0.27]0.01* 0.77|-0.07 0.17
Sev. Tox. 1.00 1.00|0.43 0.66| 0.42 0.67| 0.19 0.54
Id. Attack 1.00 1.00| 0.22 0.38| 0.22 0.78
Insult 1.00 1.00{0.01* 0.24
Threat 1.00 1.00

Table 4: Pearson correlations (corr) and agreement (agr) be-
tween the hostility categories of hostile comments in D,
NB: All correlations have p-values below 0.001, except the
ones marked with™, which are above 0.05.

5.2 Profiling Hostile Users

Types of Hostility. Recall that ASTRO labels a user as hos-
tile if the LLM determines that at least one of their com-
ments matches the definition of either toxicity, severe toxic-
ity, insult, threat, or identity attack. We now set to study the
interplay between different hostility dimensions. To do so,
we compute the Pearson correlation over the 3,546 hostility
five-dimensional vectors of the hostile comments in D,
as reported in Table 4. Overall, we do not find any strong
correlations. Three categories have moderate positive corre-
lations, specifically: 1) severe toxicity and identity attack, 2)
severe toxicity and insult, and 3) severe toxicity and toxic-
ity. This suggests that severe toxicity is a predictor of other
forms of hostility and could possibly be used alone to mon-
itor problematic behavior by GitHub users.

We also compute the agreement between types of hostil-
ity in Table 4. The strongest agreements are between iden-
tity attack and threat (0.778) and toxicity and insult (0.774).
In other words, comments in D, are frequently classified
with the same value for both pairs of categories. Given that
these two pairs of categories have a weak or insignificant
correlation between them, we can derive the potential for the
existence of a non-linear relationship between them within
our datasets.

Who Are the Most Hostile Users? Next, as a case study,
we manually inspect a few of the most hostile users in our
dataset. The top three most hostile users in our dataset in
terms of number of hostile comments are: a bot that cata-
logs user messages from a video game message board onto
GitHub issue threads, a user that develops modifications to
existing video games, and a user that develops utility li-
braries for programming languages. We ignore the bot as
it simply copies messages from other users in a third-party
platform and catalogs them as comments in a repository,
meaning that the hostility displayed does not necessarily
originate from GitHub.

The video game developer user has 78/1501 (5%) com-
ments classified as hostile. Their average hostility vector,
calculated from ASTRO’s vector representation of their hos-
tile comments, shows that they mostly post text categorized
under toxicity (91%) and insult (71%). The user often posts
crude and exaggerated comments such as (paraphrased for
anonymity): “how many f***ing comments did you guys
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Figure 6: Top 10 most frequent topics of hostile repositories
from Do .

write while I was away?” or “I killed the last guy who
said that.” They also appear to be a productive developer
on GitHub, having created numerous public repositories and
collaborating with others.

The utility library developer has 78/3398 (2%) comments
categorized as hostile, with most offending categories being
toxicity (100%), insult (97%), and severe toxicity (73%).
They seem to be quite authoritative in their own reposito-
ries, not taking kindly to criticism that they do not agree
with — posting, for instance (paraphrased for anonymity):
“I have no problem about being seen as a dictator in my
own repositories.” They also discuss censorship in their is-
sue comments, talking about “unseen agents in power who
enforce political correctness” that interfere with online dis-
course, and respond to questions of privacy in their work
with responses that include calling the critic a hypocrite for
using a pseudonym (referring to their GitHub username) to
voice such a concern.

5.3 Profiling Hostile Repositories

Topics. We examine the most frequent topics as tagged in
the repositories in D,,,, which consists entirely of hos-
tile repositories. This can provide insight into which topics
might be more often associated with hostile behavior. In Fig-
ure 6, we report the top 10 most frequent hostile topics in
Do Tor the absolute number of hostile comments. We also
report the percentage of hostile comments for these topics
in the right-most column of Table 5. Popular topics with
frequent hostility include operating systems, e.g., “linux”
and “windows,” as well as programming languages (e.g.,
“python” and “javascript”). The most frequent topic overall
is “hacktoberfest,” which refers to an event promoting devel-
opers to develop new repositories over October, frequently
appearing tagged with other topics. We also observe a rela-
tively high number of hostility on game-based repositories,
with the 2nd most frequent topic being “minecraft” (Duncan
2011) and the 7th one being “game.”

We also look at similarities in hostility between topics us-
ing k-means clustering (Macqueen 1967). To do so, we ag-
gregate all hostile comments from repositories tagged with
each topic, represented as hostility vectors from the output
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Figure 7: 2d PCA visualization of the top 10 topics wrt the
average hostility vectors of their comments.

of ASTRO, and calculate the average hostility vector. The re-
sult is a hostility profile of each topic, which we report in
Table 5. We opt to use the silhouette score method (Sha-
hapure and Nicholas 2020) to find the optimal number of
clusters k. We test values of k£ between 2 and 10 and find
that £k = 2 yields the best score. In Figure 7, we present
a visualization of the clusters, projected onto 2 dimensions
via Principal Component Analysis (PCA) (Hotelling 1933),
showing that “linux” is an outlier topic, demanding closer
manual investigation.

Case Study. As visible from Table 5, “Linux” also stands
out for having the highest average hostility in every dimen-
sion — in particular, for Identity Attack and Threat, the av-
erage for “Linux” is often 2-5x the values for the other nine
topics. In our dataset, there are 33 hostile repositories tagged
with “Linux”, with 299 total hostile comments. Interest-
ingly, 140 of these comments originate from a single reposi-
tory, namely, “ValveSoftware/Dota-2,” which allows players
of a popular online video game to report issues in the version
of the game running on Linux and macOS. It contains heav-
ily hostile comments aimed at the developers of the game —
e.g., (paraphrased for anonymity): “ How can you lazy devs
not fix this f***ing bug for over 10 months?” and “Why ban
me for over 2 years? F*** you.” This repository is also the
6th most hostile repository in D, in terms of raw num-
ber of hostile comments, indicating that it skews the average
hostility per hostile category heavily upwards. Notably, this
repository is not tagged with any other topic from the top 10
list, although it is associated with video games, further sup-
porting our previous observation of video game repositories
exhibiting high hostile behavior and aligning with previous
studies highlighting the hostile nature of video game com-
munities (Zsila et al. 2022; Pujante Jr 2021; Blackburn and
Kwak 2014).

Another case study motivated from Table 5 relates to the
“Discord” topic, which has significantly higher relative hos-
tility than the other topics, and is tied with “Linux” for
the highest Toxicity. There are 20 repositories tagged with
“Discord” in D;p,, with 276 out of 6,173 comments classi-
fied as hostile. The hostile activity in these repositories ap-
pears much more evenly distributed than those of “Linux”,

Topic Toxicity Severe Identity Insult Threat| % Hostile

Toxic Attack Comms
Hacktoberfest 090 0.34 0.09 0.70 0.10 0.17%
Minecraft 0.96 0.51 025 0.84 0.07 0.21%
Python 0.94 0.58 0.27 0.88 0.08 0.21%
Linux 0.98 0.81 0.60 0.92 0.52 0.16%
Javascript 0.89 048 024 0.79 0.10 0.19%
Windows 097 0.62 022 091 0.07 0.15%
Game 0.89 0.38 0.13 0.69 0.14 0.18%
Nodejs 095 0.55 021 0.83 0.03 0.16%
Android 0.96 0.59 023 0.86 0.08 0.16%
Discord 098 0.76 034 091 0.10 0.32%

Table 5: Average hostility dimensions of comments from
D, repositories for the top 10 most frequent topics. In the
right-most column, we also report the percentage of hostile
comments for each topic.

with the most hostile repositories having 58 (21.0%) and 57
(20.7%) of the hostile comments, respectively. Interestingly,
the repositories here generally do not develop any “Discord”
related tools, but in fact tag this topic to bring attention to a
linked Discord (Discord 2025) where the developers engage
with their user community while using the repository for,
e.g., bug reports or feature requests. For instance, the most
hostile “Discord” repository is “Uselnterstellar/interstellar,”
which is dedicated to developing a web proxy browser and
links to a Discord server with over 45K members. How-
ever, in the issue threads of this repository, users are fre-
quently met with hostility: for example, one user replying
to a feature request with (paraphrased for anonymity): “Are
you mentally challenged?” or another comment being an-
swered with: “Hmm you seem like a black child.”

Notably, these hostile communications originated from
non-contributor GitHub users, and so we recommend fu-
ture developers of “Discord”-tagged projects to implement
careful moderation techniques to avoid such hostile activ-
ity. Moreover, we anecdotally find a number of misspelled
instances of the “n-word.”

6 Related Work

We now review prior work on detecting and studying hos-
tility on GitHub as well as on other platforms.

Detecting Hostility on GitHub and OSS. Previous re-
search has experimented with different tools to detect hos-
tility in the context of Open Source Software (OSS). Ra-
man et al. (2020) present a preliminary empirical evalu-
ation of an SVM model to detect toxic issue comments
on an old (to the best of our knowledge, no longer avail-
able) dataset of GitHub repositories known as GHTor-
rent (Gousios and Spinellis 2012). Also, Ferreira, Rafiq, and
Cheng (2024) compare classic machine learning (ML) ap-
proaches to BERT (Devlin et al. 2019) to detect incivility
in code review comments and in 404 GitHub issues locked
for being “too heated” (Ferreira, Adams, and Cheng 2022).
Sarker et al. (2023) use ML to detect toxicity in code review
comments and identify specific toxic phrases, while Ehsani,
Rezapour, and Chatterjee (2025) use ensemble learning.



Mishra and Chatterjee (2024) present preliminary results
on the potential of a zero-shot ChatGPT-based approach for
toxicity detection on GitHub comments from GHTorrent.
Additionally, some work has focused on detecting gender-
based discrimination in issue comments (Sultana et al. 2023)
and pull request comments (Sultana 2022) as well as assess-
ing the effectiveness of LLMs on these tasks (Sultana and
Begum Kali 2024). Overall, while preliminary work points
to the potential of using LLMs to detect hostility on GitHub,
our work is the first to do so definitively, using an efficient,
accurate, and scalable pipeline on a reasonably large dataset.

Characterizing Hostility on GitHub. Prior work has pre-
sented qualitative or mixed-methods studies of hostile activ-
ity on GitHub. Ehsani, Rezapour, and Chatterjee (2023) as-
sociate different types of toxic behaviors with corresponding
moral principles, showing how moral foundations theory can
be applied to understand online incivility. Miller et al. (2022)
manually analyze 100 GitHub issue threads to look into the
prevalence and types of toxic interactions, while Ferreira,
Adams, and Cheng (2022) study locked GitHub threads to
determine whether they actually contain uncivil discussion
and what triggers escalation. Relatively larger-scale studies
include (Ehsani et al. 2024), which releases an annotated
dataset of 5,961 comments from 404 locked GitHub issues
to categorize different types of incivility.

Researchers have also analyzed the relationship between
users’ genders and ethnicities with the likelihood of expe-
riencing toxicity on GitHub, with preliminary work point-
ing at disparities in exposure to hostile interactions (Sul-
tana, Uddin, and Bosu 2024). Zhou et al. (2024) show how
emoji usage in GitHub issues can reduce resolution time and
increase user participation. Finally, studies on open-source
miscommunication complement this line of work, showing
how misunderstandings in GitHub issues can escalate con-
flicts (Hasan et al. 2024). Overall, prior work on GitHub
toxicity is predominantly catered to specific subsets of OSS
communication, as opposed to our broader, large-scale de-
tection and profiling of hostile behavior on GitHub.

Hostility on Other Platforms. Hostile behavior has also
been studied on other software development platforms, in-
cluding Gitter and Stack Overflow. Researchers have eval-
uated toxicity detectors on Gitter (Sarker, Turzo, and Bosu
2020) and established a fine-grained toxicity detection ap-
proach using multiple toxicity types (Tian et al. 2024) or
a social exclusion taxonomy (Savarimuthu et al. 2023).
Some studies compare the effectiveness of off-the-shelf
tools (Novielli et al. 2020) and pre-trained language mod-
els (Shafikuzzaman et al. 2024) in detecting sentiment in
software projects, which has been shown to be positively
correlated with developer productivity (Graziotin, Wang,
and Abrahamsson 2014; Ortu et al. 2015).

Finally, seminal prior work has presented numerous stud-
ies analyzing and/or detecting hostile content on various
social network platforms, e.g., Twitter (Silva et al. 2016;
Mondal, Silva, and Benevenuto 2017; Davidson et al. 2017,
Olteanu et al. 2018), YouTube (Ottoni et al. 2018), Insta-
gram (Hosseinmardi et al. 2015), Reddit (Olteanu et al.
2018), 4chan (Hine et al. 2017), and so on.

7 Conclusion

This paper presented an exploratory study of hostility on
GitHub. We introduced ASTRO, a systematic framework for
classification and profiling of hostile GitHub user-generated
content, and instantiated it on a dataset comprising 2.3k
GitHub users, 1.3k repositories, and 735k comments.

Our work started from the two research questions in Sec-
tion 1, which we addressed as follows:

* (RQ1) Our two-layer method achieves good performance
and cost, reporting an F1 score of 0.85 on our annotated
ground-truth dataset, while reducing the cost of using
an LLM on the entire dataset by a factor of roughly 29
through a Perspective API-based pre-filtering.

* (RQ2) We successfully identify interesting patterns of
hostile behavior. First, we shed light on the relation be-
tween different hostility dimensions, such as identity
attacks and threats. Second, we focus on communities
that are more conducive to hostile behavior, including
projects associated to video game and Linux topics.

Outlook and Community Implications. We are confident
that our work will help detect, model, and reduce hostility on
GitHub and other OSS platforms to encourage collaboration
and improve open-source communities. Arguably, hostility
can have devastating consequences both on contributors and
new users. Hostile communication can demotivate contrib-
utors, leading to withdrawal, particularly among maintain-
ers who volunteer time (Ehsani, Rezapour, and Chatterjee
2025), and the expertise loss can deteriorate the quality and
continuity of projects (Raman et al. 2020).

Moreover, hostile behavior can derail technical discus-
sions and reduce the likelihood of resolving issues, integrat-
ing contributions effectively, etc. In particular, newcomers
may be especially sensitive to unhealthy interactions in is-
sue discussions, pull requests, and bug reports (Miller et al.
2022) — hostility can function as a barrier to entry, reduc-
ing diversity and limiting the pool of potential contributors.
In fact, harmful language can disproportionately affect un-
derrepresented groups, as we indeed find evidence of racist
(e.g., misspelled “n-word” slurs) in a few comments.

In this sense, our work not only highlights the need
for better/more proactive intervention and moderation tech-
niques, but it also provides a ready-to-use tool to detect/flag
potentially problematic users, allowing OSS platforms and
maintainers to intervene quickly. We are also confident that
work building on ASTRO will be able to provide additional
data points shedding light on the topics, projects, and issues
that are more likely to generate hostile behavior, potentially
pre-alerting maintainers that an increased level of attention
and/or interventions might be needed.

Limitations. Our dataset is not necessarily representative
of all GitHub users and repositories, primarily because
GitHub data was not easily accessible to us. To obtain a
truly representative sample, we would either need access
to GitHub APIs for random user/repository samples, which
GitHub does not provide, or collect the entire population of
users/repositories on the platform and randomly sample our-
selves, which is prohibitive.



While a relatively large GitHub dataset was once available
via GHTorrent (Gousios and Spinellis 2012), to our knowl-
edge, authors have stopped providing access, and had any-
way stopped updating the data in 2019; with modern culture
exhibiting significant change in linguistics (Witalisz 2011),
that would represent a significantly limited representation of
today’s GitHub ecosystem. Overall, we opt to provide and
study a snapshot of hostility that exists today on GitHub and
showcase the potential for our ASTRO framework to be used
as more/larger datasets become available.

Future Work. In the future, we plan to generalize ASTRO to
work on other OSS platforms and provide ASTRO as a stan-
dalone platform, allowing users to run it over their dataset
and view results on a dashboard-like page. We also plan
to expand ASTRO to incorporate languages other than En-
glish. Consequently, we plan to conduct a more extensive
and comprehensive evaluation study to determine the effect
different languages have on LLM-based hostility detection.
In addition, we will conduct a mirrored evaluation study
where we first translate all non-English messages to English
and observe the change in hostility detection performance.
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1. For most authors...

(a) Would answering this research question advance sci-
ence without violating social contracts, such as violat-
ing privacy norms, perpetuating unfair profiling, exac-
erbating the socio-economic divide, or implying dis-
respect to societies or cultures? We only use publicly
available data in our study that does not require sign-
ing in to any account or platform, as described in Sec-
tion 2.

(b) Do your main claims in the abstract and introduction
accurately reflect the paper’s contributions and scope?
Yes. We provide a summary of contributions at the end
of the Introduction in Section 1.

(c) Do you clarify how the proposed methodological ap-
proach is appropriate for the claims made? Yes, see
Section 3.2.

(d) Do you clarify what are possible artifacts in the data
used, given population-specific distributions? Yes, see
Section 2.

(e) Did you describe the limitations of your work? Yes,
see the Limitations paragraph in Section 7.

(f) Did you discuss any potential negative societal im-
pacts of your work? Yes, see the Implications para-
graph in Section 7.

(g) Did you discuss any potential misuse of your work?
Yes, see the Implications paragraph in Section 7.

(h) Did you describe steps taken to prevent or mitigate po-
tential negative outcomes of the research, such as data
and model documentation, data anonymization, re-
sponsible release, access control, and the reproducibil-
ity of findings? Yes. We anonymize all reported re-
sults to prevent reverse-engineering users’ identities
discussed in our work. Additionally, all of the data
used in our work is publicly available, allowing for re-
producibility.

(i) Have you read the ethics review guidelines and en-
sured that your paper conforms to them? Yes.

2. Additionally, if your study involves hypotheses testing...

(a) Did you clearly state the assumptions underlying all
theoretical results? N/A.

(b) Have you provided justifications for all theoretical re-
sults? N/A.

(c) Did you discuss competing hypotheses or theories that
might challenge or complement your theoretical re-
sults? N/A.

(d) Have you considered alternative mechanisms or expla-
nations that might account for the same outcomes ob-
served in your study? N/A.

(e) Did you address potential biases or limitations in your
theoretical framework? N/A.

(f) Have you related your theoretical results to the existing
literature in social science? N/A.

(g) Did you discuss the implications of your theoretical
results for policy, practice, or further research in the
social science domain? N/A.

3. Additionally, if you are including theoretical proofs...

(a) Did you state the full set of assumptions of all theoret-
ical results? N/A.

(b) Did you include complete proofs of all theoretical re-
sults? N/A.

4. Additionally, if you ran machine learning experiments...

(a) Did you include the code, data, and instructions
needed to reproduce the main experimental results (ei-
ther in the supplemental material or as a URL)? N/A.

(b) Did you specify all the training details (e.g., data splits,
hyperparameters, how they were chosen)? N/A.

(c) Did you report error bars (e.g., with respect to the ran-
dom seed after running experiments multiple times)?
N/A.

(d) Did you include the total amount of compute and the
type of resources used (e.g., type of GPUs, internal
cluster, or cloud provider)? N/A.

(e) Do you justify how the proposed evaluation is suffi-
cient and appropriate to the claims made? N/A.

(f) Do you discuss what is “the cost* of misclassification
and fault (in)tolerance? N/A.

5. Additionally, if you are using existing assets (e.g., code,
data, models) or curating/releasing new assets, without
compromising anonymity...

(a) If your work uses existing assets, did you cite the
creators? Yes, such as with our use of Perspec-
tiveAPI (Lees et al. 2022).

(b) Did you mention the license of the assets? N/A.

(c) Did you include any new assets in the supplemental
material or as a URL? N/A.

(d) Did you discuss whether and how consent was ob-
tained from people whose data you’re using/curating?
Yes. We only use publicly available data that does not
require logging in to an account to view.

(e) Did you discuss whether the data you are us-
ing/curating contains personally identifiable informa-
tion or offensive content? Yes. A significant amount of
our data contains offensive content, as that is the main
theme of our work. Additionally, we anonymize the
data and report results so that they cannot be used to
reverse-engineer user identities.

(f) If you are curating or releasing new datasets, did you
discuss how you intend to make your datasets FAIR
(see FAIR Data Principles (2024))? N/A.

(g) If you are curating or releasing new datasets, did you
create a Datasheet for the Dataset (see Gebru et al.
(2021))? N/A.

6. Additionally, if you used crowdsourcing or conducted
research with human subjects, without compromising
anonymity...

(a) Did you include the full text of instructions given to
participants and screenshots? N/A.
(b) Did you describe any potential participant risks, with

mentions of Institutional Review Board (IRB) ap-
provals? N/A.



(c) Did you include the estimated hourly wage paid to
participants and the total amount spent on participant
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(d) Did you discuss how data is stored, shared, and dei-
dentified? N/A.



