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Abstract

Detecting misinformation threads is crucial to guarantee a
healthy environment on social media. We address the problem
using the data set created during the COVID-19 pandemic. It
contains cascades of tweets discussing information weakly la-
beled as reliable or unreliable, based on a previous evaluation
of the information source. The models identifying unreliable
threads usually rely on textual features. But reliability is not
just what is said, but by whom and to whom. We additionally
leverage on network information. Following the homophily
principle, we hypothesize that users who interact are gener-
ally interested in similar topics and spreading similar kinds
of news, which in turn is generally reliable or not. We test
several methods to learn representations of the social interac-
tions within the cascades, combining them with deep neural
language models in a Multi-Input (MI) framework. Keeping
track of the sequence of the interactions during the time, we
improve over previous state-of-the-art models.

Introduction

Social media networks allow the wide and fast diffusion of
pieces of information, news, and opinions among interacting
users. However, during the last decade, the veracity and ac-
curacy of the shared content have been largely undermined
by various factors, including fake accounts and orchestrated
disinformation campaigns. Fact-checking the reliability of
the shared messages represents nowadays a fundamental need
to preserve the integrity of online discussions and healthy
fruition of social media services. Automatically detecting
misinformation spreading on social media is, however, a chal-
lenging task, as proved by the research community (Sharma
et al. 2019). Existing solutions show promising results in the
classification of reliable and unreliable content leveraging
the text of the shared messages. Here we identify the threads
on Twitter according to the notion of cascade, as defined
by Yang and Leskovec (2010): a sequence of reciprocally
engaged tweets, ordered by their time-stamp, starting from
a source post at the origin of the sequence. We denote the
cascades’ reliability and unreliability according to the data
set of Sharma, Ferrara, and Liu (2022), where the decision is
mainly taken relying on an a priori reliability evaluation of
the source that issued the first tweet of the cascade.
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Contributions In this paper we combine pretrained-
Language Models and network-based methods, in previous
literature applied to other tasks, to identify unreliable tweet
cascades. We reach new State-Of-The-Art performance levels
for this task. We show how unreliable news are 1) generally
associated with different communities, which can be identi-
fied and leveraged for inference, and 2) blended with reliable
news in content and style, which might not necessarily carry
a strong signal.

Related work

In the last ten years, several methods have been applied
to the identification of unreliable cascades. Kumar and
Geethakumari (2014) followed a cognitive psychology ap-
proach. Zhang et al. (2016) work on time constraints to iden-
tify them. Yu et al. (2017) rely on textual data and propose
the use of a convolutional neural network, similarly to Zhou
et al. (2020) who address stylometry and linguistic feature
engineering to detect fake news. Also Monti et al. (2019)
rely on convolutional neural networks, but they are interested
in propagation patterns, that is the geometry of the social
networks that share news. A similar, hierarchical approach
is followed by Shu et al. (2020). Deep Learning methods,
such as LSTM, are applied to the texts by Ducci, Kraus, and
Feuerriegel (2020), Pierri, Piccardi, and Ceri (2020). This
approach is similar to that applied by Sharma, Ferrara, and
Liu (2022), who used the CSI model of Ruchansky, Seo, and
Liu (2017), which employs a recurrent neural network to
represent texts and user behaviors. To capture social interac-
tions, we use mentions2vec - M2V, a method proposed by
Fornaciari and Hovy (2019) and applied on a geolocation
task. Guess, Nagler, and Tucker (2019) study the 2016 U.S.
presidential campaign, identifying specific communities shar-
ing fake news: their findings fit with our results, as discussed
in Section User clustering. Ma, Gao, and Wong (2017) and
Rosenfeld, Szanto, and Parkes (2020) reach similar conclu-
sions applying Tree Kernel to the propagation structure of
news; their studies are complementary to this paper, as they
are interested in the cascade structure, while we focus on
the involved accounts. Similarly to our work, Nguyen et al.
(2020) create user vector representations; however they rely
on TF-IDF (Term Frequency - inverse Document Frequency)
measures from the users’ profile: in contrast we leverage
on their social interaction within the news cascades. Lu and



Li (2020) propose a complex multi-input neural approach,
where the users are represented by their metadata, and their
relationships are modeled considering their presence in the
same cascade. We address their interactions as they develop
directly in their posts (potentially catching signal from users
not active in a cascade, but simply mentioned by someone).

Tweets kind Amount

Retweeted tweet without comment 328 521

Quoted tweet 32218
Reply 10161
Original 5328
Total 376228

Table 1: Corpus statistics.

Data

The data set of Sharma, Ferrara, and Liu (2022), collected
during the COVID-19 pandemic, from December oth 2020
to February 24" 2021, contains 14 644 cascades (10377
reliable, 4 267 unreliable), already divided in training, devel-
opment and test set. The cascades contain 376228 tweets,
issued by 168 227 users. The texts are in English and already
pre-processed. Each cascade contains an average of 25.68
tweets; more details in Table 1.

Methods

We implement five different models to detect misinformation
tweet cascades. The first is the baseline, to which we compare
the four other models. All models perform the same classifi-
cation task. The baseline model is a text-only Single-Input
BERT-based (Devlin et al. 2018) model. It uses the contextual
word embeddings from BERT, without fine-tuning the whole
BERT. In particular, we use the mean of the word vectors of
the concatenated tweets from the whole cascade. However,
between BERT’s output and the standard, fully-connected
classification layer, we insert a further Transformer mecha-
nism (Vaswani et al. 2017). This approach has proven more
effective than using a fully-connected output layer alone, in
several NLP tasks (Fornaciari et al. 2021).

Similarly to Sharma, Ferrara, and Liu (2022), who use
the same kind of inputs, we explore four different types of
Multi-Input models, fed with different combinations of tex-
tual and network-interaction information. The textual data
are represented via the BERT-based language model, like in
the baseline model. The network interactions are encoded via
three different methods, as follows.

Multi-Input: network-sparse-vectors The simplest way
to represent a cascade in a social network as a vector is to
encode all users’ presence or absence in each tweet cascade.
To keep the vectors within a manageable size and reduce the
noise from uninformative data (e.g., cascades with few or
infrequent users), we only considered users that performed at
least 15 actions (i.e., tweets, retweets, replies, or quotes) in
one or more cascades in the dataset. We chose the threshold
of 15 based on computational affordability (see last paragraph

in this Section). This method produces sparse vectors of size
1326 for each cascade. The dimensions correspond to the
1326 selected users, with the values 1 if the user is present in
the cascade, and O otherwise. In this model, both the textual
(BERT) and network (sparse) representations are separately
fed into two Transformers (Vaswani et al. 2017), whose out-
puts are concatenated and passed to the final classification
layer.

Multi-Input: network-embeddings In the second model,
the sparse vectors conveying the network interactions view
are not passed directly to an attention mechanism but are fed
into a fully connected layer, which squeezes them into dense
vectors of size 128. These smaller, dense vectors can be con-
sidered learned (i.e., trainable) network embeddings. Then,
similarly to the previous models, network and text (BERT)
embeddings are passed to two parallel attention mechanisms
connected to the classification layer.

Multi-Input: mentions2vec - M2V network-embeddings
In the third model, we again use the textual BERT represen-
tations as in the previous models. For the network representa-
tion, we use mentions2vec, a methods based on Doc2Vec (Le
and Mikolov 2014) proposed by Fornaciari and Hovy (2019)
(there to improve model performance in a geolocation task).
M2V filters the texts to preserve only the users’ mentions
(i.e., user names starting with “@”). This procedure results
in “texts” containing only sequences of users’ mentions. In
this way, the texts represent explicit social interactions on
social media. These sequences are then encoded as dense
vectors using Doc2Vec. Doc2Vec allows for the assignment
of document labels, typically the document ID. Here, we
substituted this label with the cascade ID. This procedure
has a critical advantage over the other, traditional methods
of network representation. Those rely on square (adjacency)
matrices that grow quadratically with the network size, a con-
straint that quickly becomes computationally unsustainable.
Therefore, other methods need to keep rigid control of the
network size and typically revert to some form of sampling
when the network size becomes too large. M2V, in contrast,
produces fixed-length vectors of a chosen size, independent
of network size. The number of users does not affect the size
of the representations, and the number of user mentions acts
as a “vocabulary” in Doc2Vec. This way the growth of the
network representation is linear with the number of texts,
rather than quadratic with the number of users. We feed the
M2V network embeddings into the same architecture used
for the previous experimental models.

Multi-Input: retrofitted-BERT and network-embeddings
In the last model, we use the same network-embedding rep-
resentations as before. However, we evaluate the possibility
of injecting cascade information into the BERT embeddings.
We do this via the cascade classes in the training set, and
use them in the retrofitting method proposed by Faruqui et al.
(2015). It forces the vectors of instances belonging to the
same equivalence class (here, the cascade class) to be more
similar to each other, thereby increasing the distance between
instances of different classes. This kind of transformation can
be reproduced on unseen data, even if the class is unknown,
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Figure 1: Overall and target class (i.e., unreliable cascades) performance. Significance: **

using a translation matrix that approximates the original oper-
ation of matrix transformation (Faruqui et al. 2015; Hovy and
Fornaciari 2018). In our case, we retrofit the texts’ represen-
tations of the training data according to their relative cascade
label. Le., we start with BERT mean word embeddings, and
increase the similarity of all vectors that represent reliable
cases, and the similarity of all vectors labeled unreliable.
Then we learn a translation matrix from the original BERT
embeddings to the retrofitted ones, and apply the translation
to the development and test data to create a retrofitted version
of them. This second step does no longer require access to
labels: the translation matrix has learned how to transform
textual embeddings to reflect cascade classes.

Retrofitting the data is a form of pre-processing, as it pre-
cedes training and is not affected by the model training. We
use the same neural architecture of the previous model, but
fed with retrofitted rather than standard textual embeddings.
Strictly speaking, this procedure does not leverage network
information directly, as it relies on cascade labels. However,
this approach lets us verify whether we can improve model
performance by leveraging the association between texts
based on their labels.

Computational load, parameters and hyper-parameters.
In our experiments, we used a GPU NVIDIA GeForce GTX
1080 Ti. The BERT models were not fine-tuned. The number
of trainable parameters ranged from 8.5M for the Single-
Input models to 20M for the mentions2vec-based models. To
reduce the random initializations’ impact, we carried out five
experiments for each experimental condition. The creation
of the BERT text representation took 40 minutes, and the set
of the following experiments was approximately one hour.
The training was stopped with an early stopping algorithm,
relying on the development set’s F-measure. The tables in
Appendix show the mean epochs for each experimental con-
dition. We used Transformers with one layer and one head,
dropout probability for the classification layer at 0.1. These
hyper-parameters were found through empirical search.

Results

Figure 1 show the results. The left side shows the macro
performance, that is the overall performance averaged over
the two classes. The right side focuses on the target class,
that is the performance on predicting unreliable cascades. In
both cases, we compare our results to the performance of the
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best previously-reported models (Sharma, Ferrara, and Liu
2022). Following common good practice in NLP, we use boot-
strap sampling (Efron and Tibshirani 1994; Berg-Kirkpatrick,
Burkett, and Klein 2012) to compute the performance signifi-
cance between the Multi-Input models and the Single-Input
baseline. We repeat 1000 tests per model, with a sampling
size of 30% (Sg¢gaard et al. 2014; Fornaciari et al. 2022). The
models of Sharma, Ferrara, and Liu (2022) are challenging
to beat. Their Single-Input model handily beats our corre-
sponding baseline model. Their Multi-Input model tends to
be better than most formulations we explore. However, our
Multi-Input model using M2V manages to significantly im-
prove over the baseline with p < 0.01, and it improves by
more than 3.5 points F1 over the best model of Sharma, Fer-
rara, and Liu (2022) in both settings (the macro value and the
target class only, see Appendix). By comparing our Multi-
Input models against the Single-Input ones, which all share
the same textual representation, we can measure the specific
network representation’s contribution to the classification
task. The models relying on network-sparse-vectors are sig-
nificantly better than our Single-Input baseline. The models
with network embeddings are still better than the control, but
not significantly.

Lastly, the models that use retrofitted BERT embeddings
show results that are even worse than the baseline, which did
not incorporate network information.

Discussion

The low performance of the model with retrofitted BERT
embeddings is an interesting result. Making the cascade rep-
resentations from the same label class more similar does not
improve performance. This outcome suggests that, from the
point of view of style and content, reliable and unreliable
cascades are quite similar to each other. Ex post, it makes
sense that topics completely different from each other could
still share the same feature of being reliable or unreliable. In
contrast, network representations are clearly useful for clas-
sification. We assume that different communities are prone
to congregate around different topics that tend to be system-
atically more reliable or unreliable. Feeding sparse cascade
vectors directly into the Transformers is a strategy more ef-
fective than previously reducing their dimension with a dense
representation. Since the dense representation approximates
the sparse one, the results are not surprising. However, for
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Figure 2: Twitter cascades in the test data represented by their
users via SVD. Color shows label class.

wider networks, feeding sparse vectors into Transformers that
rely on multiple ‘key’, ‘query’, and ‘value’ square matrices
could be computationally unaffordable (Vaswani et al. 2017).
Finally, the M2V approach proves particularly effective for
the task. The information modeled in this representation is
much richer than that simply inferred by counting the users
present in the same cascade. M2V considers all the accounts
a user addresses in the texts that he/she produces. This set of
accounts can also include ‘silent’ users and so can be (much)
wider than the group of users who actively participate in the
cascade. This means that the social representation is particu-
larly expressive. Also, users can be mentioned several times,
which would give their presence (or influence) more weight
in the representation.

User/cascade clustering

To test our hypothesis that reliable and unreliable cascades
are really fed by different communities, we applied unsuper-
vised methods to cluster the cascades according to the users
who wrote texts in the cascades. In particular, we vectorized
the cascades via the method used to create the sparse network
representation, but without filtering the users according to the
frequency threshold of 15, used in that case (Section Methods,
paragraph Multi-Input: network-sparse-vectors). Then, we
reduced the vectors’ dimensionality with Truncated Singular
Value Decomposition - SVD (Sanderson 2010, Chapter 18).
The results, without outliers (which would have “zoomed
out” the whole image), are shown in Figure 2. Reliable and
unreliable cascades are clearly positioned in different regions
of the chart, suggesting that they are characterized by the
presence of different users. This finding points towards a
community-driven aspect of reliability. Following the low
results from retrofitted BERT embeddings, we also examined
the content overlap between reliable and unreliable cascades.
We applied to the cascades PROgressive SImilarity Thresh-
olds - ProSiT, a recent method for topic models (Fornaciari,
Hovy, and Bianchi 2022). Given a corpus represented in the
same vector space, ProSit finds latent dimensions that are
considered as topics. ProSiT does not require the user to pro-
vide a wanted number of topics: it takes a similarity threshold

Reliable cascades Unreliable cascades

Figure 3: SVD on reliable and unreliable cascades. The point
colors represent the most representative topic for the cascade

% cascade
rel. unrel.

Descriptors

0) people, worker, health, vaccinate, healthcare ~ 17.40 21.16

1) variant, south, effective, africa, astrazeneca 17.92 12.59
2) uk, eu, brexit, europe, jab 9.80 12.23
3) administration, trump, dose, state, government 29.35 14.60
4) covid, doctor, trial, die, pharmacist 25.53 39.42

Table 2: Topics from ProSiT and their distribution within
reliable and unreliable cascades.

as a hyper parameter, and it presents different hypotheses of
topics, among which the most meaningful can be selected by
standard metrics or directly by the reader. We identified five
main topics, whose descriptors are shown in Table 2, with the
rate of reliable and unreliable cascades mainly associated to
each of them. We also applied SVD to the cascade textual rep-
resentations. In this case, for better topic readability, we only
consider content words, removing function words. Figure 3
shows reliable and unreliable cascades, where the colors rep-
resent the topic having the highest affinity with each of them.
While some topics are more frequently associated with reli-
able cascades (e.g., topic 3) or unreliable cascades (e.g. topic
4), it is also clear that the cascade reliability/unreliability is a
transversal feature across every topic.

Conclusion

In this paper, we explored four computational methods to
detect unreliable tweet cascades. Our results suggest that
these harmful threads can contain various topics; however,
they mostly are generated by distinct communities. Therefore
it is useful to support the linguistic representations with a
network view, which proves effective for this task. Among
other methods, we find that mentions2vec (Fornaciari and
Hovy 2019) is an efficient way to encode user interactions
within the cascades. As recent research demonstrates that
some users play a pivotal role in diffusing questionable infor-
mation (Nogara et al. 2022; Yang et al. 2021; DeVerna et al.
2022), in future work, we will develop solutions to embed
in our models the activity of the so-called misinformation
“superspreaders”.



Limitations

English is the target language of this study. Reproducibility
might be problematic with languages with wider morphol-
ogy. Also, the presented methods of social network analysis
require data from social media that allow mentioning unam-
biguously other user accounts with some markup sign, “@”’
in the Twitter case.

Ethical Considerations

We adopted publicly available datasets for training and testing
our framework but we did not devote sufficient time and
attention to the possible biases that our model might have that
could yield practical implications in real-world applications.
We do not believe our framework is harmful per se. However,
as the input documents and their representations might carry
biases, unethical content, and/or personal information, issues
of fairness, bias, and data privacy might arise. Therefore, we
invite further research and responsible use of this framework.
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Appendix



Model Mean Macro-F1 Std. Accuracy Precision Recall

epochs Dev.
Single-Input Sharma, Ferrara, and Liu (2022): Weak labels 81.20 0.01
Multi-Input Sharma, Ferrara, and Liu (2022): Social+Detection model 84.20 0.01
Single-Input (baseline) 1420  79.30 0.01 80.94 79.45 79.17
Multi-Input: network-sparse-vectors 13.20 8342* 0.02 84.53 83.17 83.70 *
Multi-Input: network-embeddings 23.60 81.90 0.01 83.20 81.81 82.01
Multi-Input: retrofitted BERT + network-embeddings 11.40 77.25 0.01 79.14 77.53 77.02
Multi-Input: M2V 10.00 87.95** 0.00 88.59 ** 87.34 ** 88.92 **

Table 3: Overall performance on detection task. Significance: ** : p < 0.01; * : p < 0.05. Bold: best column result.

Model Mean F1 Std. Precision Recall
epochs Dev.

Single-Input Sharma, Ferrara, and Liu (2022): Weak labels 77.40 0.02

Multi-Input Sharma, Ferrara, and Liu (2022): Social+Detection model 81.30 0.01

Single-Input (baseline) 1420 73.48 0.02 74.29 72.69

Multi-Input: network-sparse-vectors 1320 79.11* 0.03 77.64 80.65 *

Multi-Input: network-embeddings 23.60 77.05 0.02 76.48 77.63

Multi-Input: retrofitted BERT + network-embeddings 11.40  70.69 0.02 72.20 69.25

Multi-Input: M2V 10.00 85.16 ** 0.00 80.73*  90.11 **

Table 4: Performance on detecting target class only (i.e., unreliable cascades). Significance: ** : p < 0.01; * : p < 0.05. Bold:
best column result.



