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Abstract
With increased connectivity, ease of use and free access, so-
cial networks have become the go-to platform for information
interchange. Recently, however, a surge in misinformation
dissemination has been witnessed on these platforms. Works
exist which assume a particular standardized epidemiological
model (SI, SIR, SIRS, etc.) to determine the sources of misin-
formation dissemination. However, this assumption becomes
impractical in real world settings and, little or no works are
present which determine the sources of misinformation with-
out relying heavily on such underlying epidemiological mod-
els. In this paper, we attempt to fill in this gap by presenting
a resource optimized strategy of deploying a minimum num-
ber of “detection sensors” on a social network, in order to
uniquely identify a user, if they were to disseminate misin-
formation. We show that by monitoring the social media con-
tent of a small subset of users, the platform can still uniquely
identify a user, if they were to engage in misinformation dis-
semination. We utilize the mathematical notion of Identify-
ing Codes to solve our problem. As the computation of the
optimal solution is NP-Complete, we provide a polynomial
time approximation algorithm and two minimal algorithms.
Finally, we highlight the significant resource reduction and
scalability achieved by our approaches, by utilizing various
real world anonymous Facebook datasets.

Introduction
Researchers have studied the dissemination of misinfor-
mation on social networks and attempted to identify its
source(s) for the better part of the last decade. Numerous
studies assumed that misinformation disseminated in a man-
ner similar to that of infectious diseases and, as a result, uti-
lized models such as SI, SIR, SEIS, etc. in order to place
sensors and identify the source of the dissemination (Shah
and Zaman 2011; Zhu, Chen, and Ying 2016; Zhou et al.
2019). However, these approaches suffer from certain draw-
backs. Firstly, these works assume the existence of an under-
lying spreading model. In the real world, each misinforma-
tion may disseminate differently and the selection of an ap-
propriate model may become difficult, thereby hindering the
task of successfully identifying the source of the dissemina-
tion (Wang et al. 2017; Dong et al. 2019). Secondly, even if
we assume the existence of an underlying spreading model,

Copyright © 2021, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

these works further assume that at the end of the spreading
process, all the nodes in the network have the capability to
declare if they have been infected with misinformation or
not (Spinelli, Celis, and Thiran 2017). This is only possible
if the nodes themselves are fact checkers, which is not the
case on social networks. Finally, even if one may correctly
assume a dissemination model, it is hard to estimate the val-
ues of the parameters of the model (Wang et al. 2017; Dong
et al. 2019). Thus, there is clearly a need for the develop-
ment of misinformation source detection algorithms which
do not rely heavily on an underlying dissemination model.

In this paper, we attempt to fill in this gap by presenting an
approach based solely on the topological structure of a so-
cial network. We assume that we have complete knowledge
of the social network under study and our graph theoreti-
cal framework utilizes this in order to place the “sensors”
1 on a minimum subset of the nodes in the graph, to accu-
rately identify the users engaging in misinformation dissem-
ination. We show that by following our approach, there is no
need to actively monitor each and every user, but only a sub-
set of the total users set, which could be as low as O(log n).
In other words, unlike the epidemiological models, only a
small subset of the users have to be fact-checked, as op-
posed to everyone in the network. Moreover, we show that
by monitoring the users (nodes) in this subset, our approach
can still uniquely identify any user in the social network,
who engages in misinformation dissemination. Our resource
optimized approach exploits a common characteristic of so-
cial networking platforms: social network posts/comments
of an individual are “visible” to his/her immediate friends
(assuming that the post does not have custom visibility set-
tings). We show that our approach, based on the mathemat-
ical concept of Identifying Codes, reduces the resource re-
quirements (fewer number of users to be monitored and as a
direct consequence, lesser computational time) significantly
for the platforms, with the help of extensive experimentation
on anonymous real world Facebook datasets. To that end, the
main contributions of this paper are as follows:

• Our framework is an alternative to the existing epidemi-
ological models, in the sense that it does not assume the

1We would like to point out here that, in this paper, we focus
primarily on the placement of these detection sensors and not on
their development.



existence of models such as SI, SIR, SEIR, etc.

• We transform our problem to a variant of the Hitting Set
problem in a novel manner and present an ILP, an approx-
imation algorithm and scalable two minimal algorithms.

• Our framework is universal. By simply changing the type
of the detection sensor (from misinformation detectors to
hate speech detectors, for instance), platforms can effec-
tively identify and take action against users disseminating
objectionable content on social networks.

Related Work
In this section, we highlight the motivating studies behind
our work in three broad areas - development of the detec-
tion sensors, epidemiological model based misinformation
source identification and the unique identification capabili-
ties of Identifying Codes.

Detection Sensors
Preliminary research on misinformation detection was pri-
marily unimodal (either textual or visual). Textual ap-
proaches, by (Potthast et al. 2017), considered features such
as headlines, lexical, syntactic, semantic, writing style etc.
of social media posts to determine if the content was infor-
mation or misinformation. (Gupta et al. 2013) studied visual
approaches and tried to identify certain features which can
be utilized for the classification of images as information
or misinformation. Recently, (Jin et al. 2017; Wang et al.
2018; Khattar et al. 2019; Qi et al. 2019) utilized deep neu-
ral networks to classify multi-modal social media posts (tex-
tual + visual). Further studies focused on the social context
aspect to determine the authenticity of social media posts.
(Shu, Wang, and Liu 2018) analyzed user profiles, (Yang
et al. 2019) analyzed user opinions in an unsupervised man-
ner and (Jin et al. 2016) studied the user opinions towards
social media posts to determine the veracity of the post.
The problem of fake news mitigation was mapped to the
reinforcement learning framework, with the goal of opti-
mizing the actions for maximal total reward under budget
constraints by (Farajtabar et al. 2017). (Shi and Weninger
2016), viewed link-prediction task in a knowledge graph to
accurately determine the veracity of a fact. (Shu et al. 2017)
presented a survey of detecting fake news on social media.
Real-world datasets measuring users'trust level on fake news
was constructed by (Shu, Wang, and Liu 2018). (Tacchini
et al. 2017) showed that Facebook posts can be classified
with high accuracy as hoaxes or non-hoaxes on the basis of
the users who “liked” them.

Epidemiological Models for Source Detection
The seminal work of (Shah and Zaman 2011) paved the
foundation for the rumor source detection problem. In their
work, they assumed that rumors spread according to the SI
model on social networks and that they had complete in-
formation about all the states of the nodes (including net-
work parameters) in the network. (Zhu and Ying 2014) also
assumed that they had complete information about all the
node states but assumed that rumors spread according to the

SIR model for detecting single rumor sources. In their fol-
low up work, (Zhu, Chen, and Ying 2016) swapped their
assumption of the complete network snapshot with that of
the partial network snapshot and present two algorithms to
detect multiple diffusion sources. (Spinelli, Celis, and Thi-
ran 2017) presented static and dynamic sensor placement
approaches for rumor source detection, wherein the rumor
disseminates following the SI model. (Paluch et al. 2020) go
one step further and assume that each node has the capability
of reporting which neighboring node sent the virus (misin-
formation). (Tang 2020) argued that it is difficult to know
the topology of the network in advance and utilized network
topology inference and epidemiological models for the de-
tection of the sources of misinformation. (Racz and Richey
2020) studied the problem of robust rumor source identifi-
cation problem in the face of adversaries, who can perturb
the original misinformation in order to shield the source.
Even though there exists numerous works on epidemiolog-
ical model based rumor source(s) identification, authors in
(Dong et al. 2019; Wang et al. 2017) criticized the epidemi-
ological model assumptions and stated that knowing the un-
derlying model beforehand is infeasible. (Wang et al. 2017)
presented an approach to propagate (without knowing the
underlying model) the infection label throughout the net-
work and use peaks to identify the source nodes. (Dong
et al. 2019) builds on (Wang et al. 2017) and utilizes Graph
Convolutional Neural Networks to identify sources based on
non-integral node infection labels.

Identifying Codes
Sensor placement optimization for the unique identification
of the nodes in a graph was first introduced as Identifying
Codes by (Karpovsky, Chakrabarty, and Levitin 1998) and
provided results for a class of graphs. (Charon, Hudry, and
Lobstein 2003) proved the NP Completeness for the mini-
mum Identifying Code problem based on a reduction from
the 3-SAT problem. (Ray et al. 2003) introduced the con-
cept of robust Identifying Codes to deal with faults in sensor
networks. The Identifying Code problem was approximated
to an approximation factor of O(log n) in (Gravier, Klasing,
and Moncel 2008; Suomela 2007) by utilizing the notions of
entropy and disjoint unions. It was shown in (Moncel 2006)
that for a particular class of graphs, the cardinality of the
Identifying Code solution could be as low as log2 n+1. In-
teger Linear Programs to compute the Minimum Identifying
Code Set (MICS) for a given graph was presented in (Basu
et al. 2018a,b; Basu and Sen 2019a,b, 2021; Basu et al.
2019) for monitoring networks obtained from numerous do-
mains such as terrorism, drug and critical infrastructures. A
lower bound on the MICS for a k-fault tolerant system was
presented in (Sen et al. 2018). It was shown in (Basu 2019)
how the same ILPs can be utilized for the computation of
the minimum number of users in order to uniquely identify
users engaging in misinformation dissemination.

In this work, we show that the ILP based approaches fail
in case of social networks and accordingly present approx-
imation and scalable minimal algorithms. Additionally, our
work is different from the motivating works of (Wang et al.
2017; Dong et al. 2019) in the sense that both works take



as input a set of nodes who have already been infected and
make a reasonable assumption that the nodes surrounded by
infected nodes are more likely to be the source nodes. In
our paper, however, we do not need to keep track of indi-
vidual labels of each node in the network and can simply
identify the sources of misinformation by triangulating the
classification outputs of the detection sensors placed in the
network. Finally and more importantly, our approach does
not take into account any prior information regarding the
nodes which have already been infected.

Preliminaries
In this section, we define the mathematical concept of Iden-
tifying Codes as defined in (Basu 2019).
Definition 1. Given an undirected graph G = (V,E), the
subset V ′ ⊆ V , is defined as an Identifying Code Set (ICS)
for the vertex set V , if ∀v ∈ V,N+[v]∩V ′ is unique, where,
N+[v] = v ∪ N(v) and N(v) represents the set of nodes
adjacent to v in G = (V,E). The Minimum Identifying Code
Set (MICS) problem is to find the ICS of smallest cardinality.

The vertices in the set V ′ (MICS) can be thought of as
alphabets of the (identifying) code, and N+[v] ∩ V ′ is the
unique code/signature identifying node v. This is better ex-
plained with the help of the following example. Consider
the graph G = (V,E), as illustrated in Fig. 1. The MICS
of G is V ′ = {u4, u6, u7, u8}. As shown in Table 1, in
G = (V,E), ∀u ∈ V,N+[u] ∩ V ′ is unique. In other
words, all the nodes in the graph receive a unique signature
if sensors were to be deployed on nodes in V ′. Hence, the
node set V ′ = {u4, u6, u7, u8} is an MICS of G. It might
be argued that one could have used a set cover (or vertex
cover, by extension) approach to have monitored the net-
work. For the graph in Fig. 1, an optimal set cover placement
is {u3, u7, u8}. For such a placement, if node u5 were to be-
have anomalously (post misinformation), it can be seen from
Fig. 1, that sensor u8 (∈ N [u5]) would be triggered. But, the
triggering of u8 could have also implied that the node u8 was
behaving anomalously. Therefore, following the optimal set
cover placement approach, we could not have distinguished
between nodes u5 and u8. This drawback is overcome by
our Identifying Code approach, as is evident from Table 1.
Definition 2. Two nodes u, v ∈ V are said to be “twins” if
N+[u] = N+[v] in an undirected graph.
Observation: Identifying Code Set (ICS) of a graph
G = (V,E) does not exist, if any two nodes u, v ∈ V
are “twins”. In other words, the necessary and sufficient
condition for an undirected graph to have an Identifying
Code is that the graph be “twin-free”.

Graph Construction Rules: In our work, a graph represent-
ing a social network can be constructed as follows: we can
denote each registered user on the social networking plat-
form by a node. If a user u is friends with another user v and
posts shared by u shows up on v’s timeline and vice versa,
then there is an edge between the two. If, for some reason, u
and v are friends but u’s posts do not show up on v’s time-
line due to u’s custom visibility settings, then, in our work,
we do not consider an edge to exist between them.

Figure 1: Timeline View of Facebook

N+[u1] ∩ V ′ = {u7, u8} N+[u2] ∩ V ′ = {u8}
N+[u3] ∩ V ′ = {u4} N+[u4] ∩ V ′ = {u4, u8}

N+[u5] ∩ V ′ = {u6, u8} N+[u6] ∩ V ′ = {u6, u7, u8}
N+[u7] ∩ V ′ = {u6, u7} N+[u8] ∩ V ′ = {u4, u6, u8}

Table 1: N+[u] ∩ V ′ for Fig. 1

Problem Formulation
In this section, we formalize our problem of finding the min-
imum number of users, on whom detection sensors must be
placed to ensure unique identification of all the users in the
network, in case the user represented by v, engages in misin-
formation dissemination. In this effort, we assume that only
one node v becomes active at a time step and each and every
node v ∈ V can be monitored.

As evident, our approach does not assume the existence
of an underlying epidemiological model for the dissemina-
tion of misinformation. We utilize the connections between
users on the social network in order to determine the source
of misinformation dissemination. Our approach relies on the
social network property that posts made by a user’s connec-
tions will be visible (or available) on the timeline of the user
in question. Moreover, we do not assume that the nodes in
our network have the capability to reveal their state (either
infected with misinformation or not) after misinformation
dissemination, as is evidenced by prior approaches. As men-
tioned previously, this assumption limits the applicability of
prior approaches. In our work, we place detection sensors,
which do have the capability to distinguish between real
and fake content, on a small subset of the users in the net-
work. One critical aspect of misinformation detection on so-
cial networks is to monitor all the unique posts generated by
users on the platform. Thus far we have discussed the place-
ment of a minimum number of sensors in order to uniquely
monitor all the nodes in the graph. We have to guarantee
that by monitoring the content of this subset of the nodes
ensures that we monitor all the unique posts generated on
the social networking platform. It is trivial to note that, if we
place detection sensors on all the nodes of the graph, then all
the posts generated on the platform will be definitely moni-
tored. We now argue that even with the monitoring of a small
subset of users (provided there are no custom post settings
which prevent the post from propagating to all the friends),
we still retain the capability of monitoring each and every
unique post generated on the platform.



Theorem 1. Given a graph G = (V,E) corresponding to
a social network, in which V ′ is an MICS, by placing detec-
tion sensors on every node v′ ∈ V ′, our approach monitors
all unique posts generated by users on the platform for mis-
informative content.

Proof. Assume that the detection sensors have been placed
on a subset V ′ of a graph G = (V,E), where V ′ is an
MICS of the graph. It is trivial to note that these sensors can
monitor the content generated by the users they have been
placed on. By the definition of ICS, at least one detection
sensor has been placed in the neighborhood of each and ev-
ery v ∈ V − V ′. If this wasn’t the case then we would have
nodes in the graph which would not have been monitored.
Therefore, if any user u, were to post any content on their
timeline, then the post would appear on the timelines of a set
of users V on which the detection sensors have been placed,
where V ⊆ N+[u] and V ⊂ V ′. Thus we can guarantee that
all the unique posts on the platform are monitored.

Hitting Set (HS) Formulation: We now provide a novel
transformation where, we view the MICS problem as a Min-
imum Hitting Set (MHS) problem. This transformation al-
lows us to utilize the well known greedy algorithm of the
MHS problem in order to provide the approximation bound
for the MICS problem. Interestingly, previous research ef-
forts which determined the approximation bounds for the
MICS problem explored convoluted routes, such as deter-
mining entropy, disjoint sets, etc. (Xiao, Hadjicostis, and
Thulasiraman 2006; Gravier, Klasing, and Moncel 2008). It
may be noted that the greedy heuristic for the HS problem
provides a O(log m) factor performance bound, where m is
the number of elements in the collection set (Vazirani 2013).
In the following, we define the minimum HS problem:
Definition 3. Given a universal set U = {u1, ..., un}, and
a collection set S = {S1, ...,Sm}, where Si ∈ U , find the
smallest subset U ′ ⊆ U , which hits every set Si ∈ S.
Definition 4. Closed Neighborhood of vi = CN(vi) =
N+(vi), where N+(vi) = N(vi) ∪ {vi}, where N(vi) de-
notes the neighborhood of the node vi.
Definition 5. Distinguishing Set for vi and vj =
DS(vi, vj) = CN(vi)

⊕
CN(vj).

⊕
denotes the symmet-

ric difference operation between the closed neighborhood
sets CN(vi) and CNv(j). In other words, picking at least
one element from the set DS(vi, vj) will distinguish between
nodes vi and vj .
Definition 6. Universal Set U = {v1, ..., vn}, where each
element vi is a node in the social network graph and Collec-
tion Set S = ∪ni=1[CN(vi) ∪nj=1 {DS(vi, vj)}].

Our objective is to select the minimum number of ele-
ments from U , such that all the elements in S are hit. Hitting
all the elements in S ensures that, (i) all CN(vi) sets are hit,
which in turn ensures that all nodes in the graph are moni-
tored (a detection sensor has been placed in the closed neigh-
borhood of vi), and (ii) all DS(vi, vj) sets are hit, which in
turn ensures that all the nodes in the graph are uniquely mon-
itored. Thus the computation of this variant of the minimum
HS problem is equivalent to solving the MICS problem.

Problem Solution
Here, we provide (i) optimal solution for the MICS prob-
lem utilizing an Integer Linear Program, based on the HS
approach, (ii) heuristic solutions for the MICS problem, by
relaxing the integrality constraints of the HS ILP, (iii) an
approximation algorithm for the MICS problem with guar-
anteed performance bound, by utilizing the greedy HS ap-
proximation algorithm, and (iv) two minimal algorithms.

Optimal Solution
Instance: A universal set U = {u1, ..., un} and a collection
set S = {S1, ...,Sm}, where ∀i,Si ⊂ U .
Problem: Find the smallest subset U ′ ⊆ U , which intersects
or hits every set Si ∈ S, where S = {S1, ...,Sm}.
Corresponding to each ui ∈ U , we use a variable xi,

xi =

{
1, if xi is included in U ′,
0, otherwise

Objective Function: Minimize
∑

ui∈U xi

Hitting Constraint:
∑

ui∈Si
xi ≥ 1, ∀Si ∈ S

The objective function ensures that a minimum number
of elements are selected from U . The Hitting Constraint en-
sures that all the sets in S , are hit. We design two heuristics
from the LP relaxations from the above ILP. Heuristic 1 (or
LP1HS) is the relaxed solution where we select the highest
fractional values in the LP solution, in descending order, till
the graph is uniquely monitored. Heuristic 2 (or LP2HS)
is the relaxed solution where we select indicator variables
independently at random, via randomized rounding, till the
graph is uniquely monitored. LP2 has a guaranteed error
bound of (1 - 1/e) ∼ 63% of the optimal (Vazirani 2013).

Approximate Solution
We can now utilize the well known greedy approximation al-
gorithm for HS as an approximation algorithm for the MICS
problem (Vazirani 2013). The performance bound for our
HS approximation algorithm is O(log n2), since we have
a quadratic number of sets in the collection set as a func-
tion of the number of elements in the universe. That being
said, however, O(log n2) = O(log n). Thus, our HS based
approach has a performance bound of O(log n) and we
can claim that the MICS problem also has an O(log n) ap-
proximation bound. Prior works have already established the
O(log n) bound for the MICS approximation, utilizing min-
imizing entropy and computation of disjoint sets (Gravier,
Klasing, and Moncel 2008). However, we believe that our
transformation is much simpler and easier to implement.

Minimal Solution
In order to make our approach scalable compared to the
ILP and approximation algorithm, we present two minimal
Identifying Code approaches. We hypothesize that sacrific-
ing a little on the optimality will lead to greater benefits on
the computational side. Our minimal algorithms takes as in-
put the graph and a graph centrality based node sequence.
Here, we consider two types of node sequences - (i) nodes



Data: Twin Free Graph, G = (V,E), and a node sequence
S

Result: Return the minimal Identifying Code C of G
1 C = S;
2 Place sensors on all nodes in C;
3 while S 6= ∅ do
4 node← Select the first node in S;
5 NewC = C \ {node};
6 Place sensors on all nodes in NewC;
7 if Each node in G is uniquely identifiable then
8 C = NewC;
9 end

10 else
11 C = C
12 end
13 Remove node from S;
14 end
15 Return C;

Algorithm 1: Minimal Algorithm

arranged in decreasing centrality scores, which we refer to
as the MAX approach and, (ii) nodes arranged in increasing
centrality scores, which we refer to as the MIN approach.
One minimal algorithm takes the graph and MAX node se-
quence as input and the other takes the graph and MIN node
sequence as input. The overall generalized minimal algo-
rithm is presented in Algorithm 1. Further, we have consid-
ered four standard graph centrality measures - degree (DC),
betweenness (BC), eigenvector (EC) and pagerank (PR) for
comparison in the experimental section.

Experimental Results
We implemented our approaches on various real world undi-
rected social network datasets obtained from (Leskovec and
Krevl 2014; Rossi and Ahmed 2016). For a network to have
an Identifying Code, it must be “twin-free” and, one trivial
Identifying Code set solution is the set V itself, although,
V may not be the Identifying Code set of minimum/minimal
cardinality. However, our algorithms show that unique iden-
tification for all the nodes in the network can be obtained by
monitoring a subset V ′ ⊆ V .
Datasets
We utilized various real world, undirected and anonymous
Facebook datasets, obtained from (Leskovec and Krevl
2014; Rossi and Ahmed 2016). The instances of the Face-
book networks varied from 52 nodes to 32375 nodes, and
are denoted as FB1-FB19 in Table 2. However, due to com-
putational limitations of the laptop on which our methods
were implemented, we were not able to consider graphs
larger than 32000 nodes. Observe that, almost all of the net-
works initially contained “twins” in Table 2. For instance,
FB1 had 52 nodes initially and after a simple “twin” re-
moval procedure, where “twins” were condensed into a sin-
gle node (super node), was left with 46 “twin” free nodes.
Since “twins” were condensed into a single node, if the con-
densed node were to become active in misinformation dis-
semination, then additional lower level analysis would be re-
quired to distinguish between the “twins”. Table 2 presents

the various datasets considered for our experimentation and
corresponding network statistics with results.

Analyses
Our objective was two-fold - (i) to show that Integer Lin-
ear Programs cannot be utilized for unique coverage (unique
monitoring) apart from fairly small problem instances, and
(ii) the minimal algorithm, which we presented in this paper,
not only scales well, but also provides similar quality solu-
tions as that of the ILPs. All the experiments were executed
on a 5th generation Intel Core i-5 processor with 2.30 GHz
and 64GB RAM. We present the results of our analyses in
Table 2 and as plots, illustrated in Figs. 2(a) - 5(b).

We present the number of sensors required to uniquely
monitor the corresponding social networks in Table 22. The
first column in the table indicates the unique ID of the net-
work. The following two columns report the original num-
ber of nodes and edges in the social network (graph), before
“twin” removal. The subsequent two columns records the
number of nodes and edges post “twin” removal. The next
columns indicate the minimum number of sensors required
following the various approaches outlined previously. Note
that the ILPs and its linear relaxations did not finish com-
puting the number of sensors required for networks FB11 -
FB19, within 12 hours of CPU clock time. The HS Approx-
imation algorithm also, could not finish the computation of
the number of sensors required for networks FB12 - FB19,
within 16 hours. Finally, the MAX BC and MIN BC ap-
proaches could not finish the computations for FB17-FB19
and FB16-FB19 respectively, within 16 hours as the worst
case computation of the betweenness centrality is ∼ O(n2)
time (Brandes 2001), where n denotes the number of nodes.
The computation times of 12 and 16 hours were determined
based on the computation times of the other approaches on
the corresponding graphs. All of the unfinished computa-
tions are denoted by − in Table 2.

In our experimentation, we use two notions extensively,
quality and cost. We define quality as the “goodness” of a
solution, which can be mathematically represented as,

Q = (#Nodes−Solution Cardinality)/#Nodes (1)

The value of Q lies in the interval [0, 1], where 1 repre-
sents a high quality solution, or in other words, a solution
with high reduction in resources. Lower the value of the so-
lution cardinality, higher the value of Q and higher is the
quality of an approach. Next, we define cost as the compu-
tational time spent in order to attain the respective quality.
Fig. 2(a)3 illustrates the quality of the ILP, LPs and approxi-
mation approaches outlined previously, for FB1-FB10. This
is because, FB10 is the largest instance which we could pro-
vide as input to the ILP. Hence, for initial comparison, we
plot the quality and cost results of the ILPs, LPs and HS ap-
proximation as obtained from FB1-FB10. As expected, the
quality of the ILP is the best. In this figure, we can see that
our Hitting Set (HS) approximation approach produces near

2Best Viewed In Color
3Images Best Viewed in Color



Network # # # Nodes # Edges ILP LP1 LP2 HS MAX MAX MAX MAX MIN MIN MIN MIN
ID Nodes Edges Post Twin Post Twin HS HS HS APP DC BC EC PR DC BC EC PR

Removal Removal
FB1 52 198 46 181 18 23 25 19 23 25 23 24 18 18 18 18
FB2 61 331 56 299 18 31 23 26 25 26 25 26 24 24 24 24
FB3 150 1843 144 1731 32 46 45 34 46 47 45 45 38 36 38 38
FB4 168 1824 166 1817 30 53 49 32 60 57 52 57 32 32 33 32
FB5 224 3416 220 3393 40 63 59 44 68 67 62 69 46 44 46 47
FB6 333 2852 312 2730 85 119 128 93 125 124 120 128 88 89 90 88
FB7 534 5347 517 5203 113 167 206 127 174 179 169 177 126 130 134 125
FB8 747 30772 744 30756 82 149 157 95 139 140 125 146 114 102 113 112
FB9 786 14810 767 14702 105 176 188 120 196 204 190 204 112 123 127 120
FB10 1034 27783 1026 27742 126 234 237 143 238 232 217 241 153 148 160 153
FB11 4039 92273 3951 91577 − − − 766 1128 1143 1081 1150 788 787 810 789
FB12 6386 224048 6374 224014 − − − − 1560 1593 1471 1580 764 748 779 752
FB13 8600 393126 8590 393102 − − − − 1837 1863 1729 1888 839 811 853 826
FB14 11247 362605 11245 362601 − − − − 2789 2820 2604 2844 1274 1232 1300 1257
FB15 18448 992366 18448 992366 − − − − 3763 3826 3512 3832 1525 1470 1592 1506
FB16 22900 875319 22894 875295 − − − − 5629 5699 5255 5763 2603 − 2648 2569
FB17 27737 1062539 27730 1062518 − − − − 6566 − 6137 6680 3016 − 3108 2968
FB18 29747 1335512 29738 1335487 − − − − 6448 − 5977 5977 2801 − 2884 2757
FB19 32375 1151149 32361 1151102 − − − − 7659 − 6819 7788 3476 − 3565 3397

Table 2: Minimum (Minimal) Detection Sensors Required.− Indicates That the Algorithm Did Not Finish Computation Within
A Specific Time Frame. The Best Performing MAX And MIN Approach Has Been Marked In Blue and Purple Respectively.

optimal solution quality. The qualities of the linear relax-
ations of the ILP are also presented in the figure, but are not
as high as the quality of the approximation algorithm. Fig.
2(b) illustrates the cost associated with the approaches for
obtaining the corresponding quality, illustrated in Fig. 2(a).
It should be observed that the y-axis in Fig. 2(b) is in the log-
scale because - (i) the quality of the smaller networks (FB1-
FB2) was computed in less than a second, and (ii) to make
the plot more visually more understandable. The cost of the
ILP approach tends to grow exponentially with an increase
in the problem instance. The growth curves of the other ap-
proaches, including the approximation algorithm, are not as
extreme as that of the ILP. There are a few takeaways from
these two plots, (i) the cost of the approximation algorithm,
while producing near optimal solution, also tends to grow
exponentially with an increase in the size of the problem
instance (a linear growth in log-scale implies exponential
growth in normal scale), (ii) it is due to such growth in
the cost that, we could only implement these approaches on
small graphs/networks, more specifically FB1-FB10.

Having established the fact that the optimal approach and
our approximation approach do not scale well, we sacri-
fice on the objective of attaining the minimum (or even ap-
proximate) solution and settle for the minimal solution, and
present the results of our analyses utilizing the minimal al-
gorithm (with its two node sequence orderings). It may be
recalled that we considered two groups of node sequence
orderings based on common centrality measures, the max-
imum ordering with MAX DC, MAX BC, MAX EC and
MAX PR, and the minimum ordering with MIN DC, MIN
BC, MIN EC and MIN PR. To show the efficacy of our mini-
mal approach, we compare the quality and cost of each vari-
ation with the ILPs and approximation algorithm for smaller
networks, before moving on to larger networks. Figs. 3(a)
and 3(b) illustrate the comparison of the qualities and costs
of MAX DC, MAX BC, MAX EC and MAX PR with the
quality and cost of the ILPs and approximation algorithm re-
spectively, for FB1- FB10. Fig. 3(a) illustrates that the max-

imum ordering attains comparatively high quality (greater
than 0.65 on average) with MAX EC providing the best qual-
ity. Fig. 3(b) illustrates the fact that our minimal approach,
based on MAX ordering, approximately attains at least 10x
scalability, when compared to the approximation algorithm,
as the sizes of the networks keep increasing. It can also be
observed that the MAX BC approach is the most expensive
approach, among the four maximum orderings, whereas the
MAX DC approach is the least expensive. Overall, in terms
of quality, the approaches MAX EC and MAX DC do not
vary much, but in terms of cost, the MAX DC is more ef-
ficient than the MAX EC approach. Figs. 4(a), 4(b) illus-
trate the comparison of the qualities and costs of MIN DC,
MIN BC, MIN EC and MIN PR with the quality and cost of
the ILPs and approximation algorithm respectively, for FB1
- FB10. Fig. 4(a) illustrates that the MIN ordering attains
almost the same quality, if not better, when compared to
the approximation algorithm (averaging greater than 0.75).
Among the minimum orderings, MIN BC provides the best
quality, whereas the MIN PR and MIN DC are the most ef-
ficient. Overall, the difference in cost between the MIN BC
and MIN PR / MIN DC is significantly larger than difference
in quality between the two, and hence, one may opt for the
more efficient MIN PR/ MIN DC approach.

Now, we compare the performances of the minimal al-
gorithm following the MAX ordering sequence with those
following the MIN ordering sequence. Note that, MAX BC
and MIN BC failed to execute on larger graphs, and hence,
we do not consider these two approaches going forward.
We include the HS Approximation algorithm for instances
it managed to finish its execution (FB1-FB11). Figs. 5(a)
and 5(b) illustrate the quality and cost performances of the
minimal and approximation algorithms. In Fig. 5(a), it can
be seen that the quality of the minimal algorithms following
the MIN ordering sequence is almost identical to that of the
HS Approximation algorithm and the quality of the minimal
algorithms following the MAX ordering sequence is slightly
lower. In Fig. 5(b), we see that both the minimal approaches



(a) Quality Analysis (b) Cost Analysis
Figure 2: Visual Analysis of The ILP, LPs and Approximation Performances For FB1-FB10

(a) Quality Analysis (b) Cost Analysis
Figure 3: Visual Analysis of The ILP, Approximation and Minimal Algorithm (MAX) Performances For FB1-FB10

(a) Quality Analysis (b) Cost Analysis
Figure 4: Visual Analysis of The ILP, Approximation and Minimal Algorithm (MIN) Performances For FB1-FB10

grow at a smaller rate as compared to the HS Approximation
algorithm. In fact, both the minimal approaches are at least
10x faster than the approximation algorithm. As the size of
the instances increases, this gap widens to almost 100x. The
minimal algorithms following the MAX ordering are com-
putationally more efficient than those of the MIN ordering.

It can be observed that the quality of the minimal ap-

proach following the MIN ordering is as good as the quality
of the approximation algorithm, if not better, while bearing
only a fraction of the cost. Moreover, the quality achieved
by the minimal algorithm following MIN ordering is far su-
perior to that achieved by MAX ordering as, in the case of
MAX ordering, nodes removed from consideration (i.e., step
5 of Algorithm 1) are the nodes with higher centrality scores.



(a) Quality Analysis (b) Cost Analysis
Figure 5: Visual Analysis of The Approximation and The Two Minimal Approaches For FB1-FB19

If such central or important nodes are not considered for sen-
sor placement, then the effect of reach of that highly central
node is lost, in the sense that, placing a monitor at a more
central node would monitor more nodes than that of placing
a monitor at a lesser central node. Thus, removing highly
central nodes from consideration at every iteration would
result in the selection of additional nodes to make up for
this loss, resulting in the higher solution cardinality. This is
not the case for the MIN ordering, where nodes with low
scores are removed from consideration first, thus resulting
in a smaller loss in effect as opposed to the MAX ordering
based approach. Thus, the cost associated with the MIN or-
dering is higher as a larger set of nodes are being removed
from consideration when compared to the MAX ordering.

Following our experimentation, it can be seen that MIN
DC, MIN EC and MIN PR all provide near identical quality
and cost. MAX EC provides the best quality and has equiv-
alent cost to the other MAX approaches. A key point which
we want to make here is that, all of these experiments were
conducted on a laptop. We believe that with better comput-
ing resources, our MIN and MAX ordering based minimal
algorithms could be scaled even further.

Conclusion
In this paper, we have presented a graph theoretic framework
for monitoring the minimum number of users in a social net-
work, to uniquely identify any user engaged in misinforma-
tion dissemination. Our framework does not assume any un-
derlying epidemiological model for dissemination and does
not know in advance, the set of users (nodes) who have been
already infected with misinformation. Another major advan-
tage of our framework is the universality - by changing the
objective of the detection sensor, one can monitor any objec-
tionable content. An approximation algorithm with guaran-
teed performance bound was utilized, along with a minimal
algorithm with varying input node sequences. We compared
our approaches with ILPs and showed that the ILPs as well
as their linear relaxations and the approximation algorithm,
do not scale particularly well. However, we showed that our
minimal algorithms not only scaled well, but also provided
solution quality almost as good as the approximation algo-

rithm, if not better, while only being fractionally costly. It
may be argued that our approach needs to be implemented
every time the graph changes. This is not necessarily true
as one might incorporate a simple augmenting approach to
handle cases where new users join the platform. Since the
locations of the sensor deployment are known, we can eas-
ily check if the new node(s) will be uniquely monitored and
accordingly, we can monitor the appropriate node(s). Since
the number of new nodes joining the platform will be signif-
icantly lesser than those who are already present, this aug-
menting task will not be computationally expensive. Finally,
it may be noted that our approach is not robust (unique iden-
tification is lost due to sensor failures or adversarial attacks),
and it is one aspect that we are currently investigating.
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