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Abstract

Alternative, Decentralized Social Networks are gaining much
attention as the preferred online public spaces for users who
are concerned about privacy and respectful environments. In-
vestigating the rules by which the communication in these
systems is guided is crucial, as privacy issues, freedom of
speech, and regulations are pressing questions. This work
presents our investigation on privacy policies, server rules
and extended descriptions on Mastodon instances. Our results
show that a number of instances on Mastodon follow the poli-
cies described on mastodon.social.

1 Introduction
In recent times, larger and more traditional social network-
ing platforms have come under intense scrutiny because of
their centralized control, with the power to shape the user ex-
perience and exploit users’ data for profit, which in the past
was done even without obtaining the consent of the individ-
uals affected (Rochko 2018; 201 2016). This centralization
has raised concerns about privacy, data ownership and con-
trol, leading to a rise in interest for alternative social media
models. The Fediverse1 is an alternative approach to social
networking that emphasizes decentralization, interoperabil-
ity, and trust. Unlike the conventional, centralized networks,
the Fediverse is a collective of various social media services.
These services are developed collaboratively by a global
community of developers and users who are motivated by a
desire to escape the restrictive and sometimes ethically ques-
tionable practices of monolithic corporate platforms. Tradi-
tional social networking sites own and monetize personal in-
formation. In stark contrast, the decentralized architecture
of Fediverse ensures that no single entity has ownership of
user data [3]. This structural and operational difference em-
powers individuals to choose with whom they share their
information, thereby offering them enhanced control over
their online interactions and privacy. One of the standout
platforms within the Fediverse is Mastodon2, a microblog-
ging service that positions itself as a privacy-centric alterna-
tive to Twitter. Mastodon prioritizes user privacy from the
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1https://fediverse.party/en/fediverse/
2https://joinmastodon.org/

ground up. It operates through various independent servers
called instances, each managed by an administrator respon-
sible for maintaining the instances’s integrity. 3 This decen-
tralized management model allows users to have significant
control over their digital footprint, including who can view
their posts and the ability to delete their content at their
discretion (Budington 2022). The underlying motivation for
this research is to investigate and understand the prevailing
trends in how Mastodon servers describe themselves. This
understanding is achieved by systematically extracting and
analyzing the privacy policies, server rules, and extended
descriptions of numerous Mastodon servers. The main re-
search question we tackle in this work is to identify the re-
curring themes or topics that the instances emphasize, shed-
ding light on the broader values and concerns that shape the
Mastodon community and the Fediverse at large. Our find-
ings show that many instances take an example of the pri-
vacy policy defined in mastodon.social, which is the server
hosted by the founder of Mastodon, and that server descrip-
tions and rules incorporate behavioral rules of respect, toler-
ance, non-discrimination and ethical social values.

This paper is structured as follows: the introduction is fol-
lowed by a discussion on related work in Section 2. Section 3
follows with an outline of the pipeline applied for the analy-
sis, which includes creating the corpora for privacy policies,
extended descriptions and server rules and technologies used
to extract prominent keywords/themes. Section 4 gives in-
sight on the results retrieved after performing our analysis
on the policies, descriptions and rules. In Section 5 we con-
clude the study and discuss a direction towards the prospec-
tive future work based on this initial exploration.

2 Related Work

Research on decentralised networks as ethical, privacy-
preserving substitutes for conventional, centralized systems
has been increasing in recent years. We can characterize
these works in three main groups of research: a) technical
frameworks and architectures for decentralization, b) gover-
nance, and moderation in distributed social networks, and c)
user behavior and community norms.

3We use instances and servers in this work interchangeably.



2.1 Frameworks and Architectures
The first set of research papers examines system topolo-
gies and policy enforcement in decentralized systems. Wang
and Minsky suggested a regularity-based decentralized so-
cial network architecture, combining the benefits of decen-
tralization with scalable methods for describing and enforc-
ing global social regularities (Wang and Minsky 2015). Pre-
senting a decentralized social network architecture based
on blockchain, Sarathchandra and Jayawikrama attempt to
solve privacy concerns and improve control over infor-
mation and interactions (Sarathchandra and Jayawikrama
2021). Thakur and Breslin underline the need of content
governance in decentralized contracts (Thakur and Breslin
2021). Badis et al. have developed an asynchronous model
for profile updates to improve data synchronization in feder-
ated networks (Bais et al. 2017). In contrast to these system-
centered forms of analysis, our study focuses on the in-
terpretive layer of instance-level metadata, examining how
ideals about decentralization and governance are articulated
through text in server descriptions, rules, and policies.

2.2 Adinistrative concerns and moderation
The second study category focuses on distributed social net-
works administrative concerns and moderation. For exam-
ple, Anaobi et al. investigated pressures placed on managers
of Mastodon, and subsequently presented a semi-automated
moderation tool (Anaobi et al. 2023). This contributes to
the conversation about the challenges that federated spaces
face concerning the maintenance of freedoms away from en-
forcement. Another study by (Bono et al. 2024) sheds light
on moderation performed by servers by blocklisting other
servers with problematic content, showcasing a pattern of
a “cluster”” of banned instances. Another moderation tool
is introduced by (Riemann 2022), namely the Mastodon
Privacy Policy Generator, that helps Mastodon admins in
creating privacy policies that are GDPR and CCPA com-
plaint. Additionally, work in (Rozensthein 2022) highlights
how moderation can vary across instances, often drived
by regional motivations or norms which only adds to the
complexity of moderation. For instance, mastodon.social is
hosted in Germany, and thus bans content that is illegal there
and Switter – permitted advertisements that would other-
wise be mostly prohibited on different instances (Rozens-
thein 2022). Although these investigations and tools under-
score enforcement and administrative challenges, our effort
attends to the normative messaging that is encoded in server
guidelines themselves, and demonstrate how values of com-
munity governance can be articulated at scale.

2.3 User engagement
The third category addresses user engagement, profiling,
and trends that emerged across distributed social networks.
Hironaka et al. compared the usage of Mastodon with
Twitter, and specifications were limited to discourses that
were community-based that existed on Mastodon (Hironaka
et al. 2024). Al-Khateeb provided scripts and exploratory
method(s) to detect trending topics on Mastodon (Al-
Khateeb 2022). Bertino et al. examined user deception and

Category With Content With English Content
Privacy Policies 9445 8325

Server Rules 6244 4052
Extended Descriptions 6116 4025

Table 1: Statistics on the availability of different types of
content on Mastodon servers. All values are out of a total of
18,866 instances.

privacy strategies with a psychological perspective on how
users manage identity in social systems (Bertino, Caverlee,
and Ferrari 2014). Our research shifts focus away from user-
focused behaviour or personality analyses to emphasize the
institutional voice of Mastodon instances, particularly study-
ing the written forms of server-level social contracts that in-
clude values such as inclusivity and trust.

Overall, in contrast to the aforementioned previous stud-
ies, this research shifts from research based on infrastructure
development, to focus on the explicit textual artifacts within
communities that regulate behavior within a distributed so-
cial network such as Mastodon: privacy policies, server rules
and guidelines, and extended server descriptions. This paper,
adds value to the existing performance perspective works,
with that we examine how values such as inclusivity, non-
discrimination, and trust appear in metadata associated with
servers. This work aligns with efforts of the likes of (Nichol-
son, Keegan, and Fiesler 2023) that characterize formal rules
across Mastodon servers into various themes and compare
them to Reddit’s subreddit-based rules structures. Our work
complements Nicholson et al.’s approach by analyzing an
even higher number of artifacts. We argue that this meta-
level examination is an important aspect that helps lend a
unique persona into the culture that has shaped the Fediverse
from the ground up and brings together technical architec-
ture with community values.

3 Methodology
3.1 Dataset
We first retrieved the list of up and running Mastodon in-
stances. This was achieved using the instance.social API4,
which is a website that is used to find an appropriate
Mastodon instance to join. We retrieved a list of a total of
18866 Mastodon servers.

We retrieve three key pieces of information per instance
from this server list, as in the following;
• Privacy policy. It is scraped from the website with the

help of Selenium WebDriver.
• Extended description. This is the “About” section dis-

played in the Mastodon home page, but within the
Mastodon API5, it’s called as “Extended Description”.
As aforementioned, there is an API to extract the content
for this section and this content is in free-form string.

• Server rules. The Mastodon API5 allows us to retrieve
the rules as a JSON array with each element consisting
of one rule. Each rule on itself is a free-form string.
4https://instances.social/
5https://docs.joinmastodon.org/client/intro/



3.2 Data pre-processing and Limitations

We conducted some data pre-processing necessary for our
analysis, which included, a) data cleaning, like removing hy-
perlinks, and, b) creating a list of only English instances.
The analysis performed in this research is only limited to
Mastodon servers that have the policies, rules and descrip-
tions mentioned in English. This may lead to an incorrect
representation of the trends discussed in the earlier sections
as trends that are more probably inherent in non-English
speaking communities might not get the importance they
deserve simply because of the lack of inclusion. As future
work, performing similar analysis on server deployed with
different languages of instruction might give an even deeper
insight on what is considered worth preserving by Mastodon
server admin, moderators and the server users.

3.3 Extraction of themes

Two types of analysis were conducted on the aforemen-
tioned dataset.

• Keyword Frequency Analysis using Word Cloud (Viégas
and Wattenberg 2008), where the most frequent words
are the most important and rendered the largest, and vice
versa for the least frequent words.

• Topic Modeling via LDA (Blei, Ng, and Jordan 2003),
i.e., Latent Dirichlet Allocation, to get the most domi-
nant themes in all three corpora and sort them based on
the probability of the theme existing across the entire cor-
pora. For the purposes of this research, top ten themes are
extracted.

Table 1 shows the results of the pre-processing analysis
on the 18866 Mastodon instances. Thus, the extraction of
themes have been performed on top of 8325 English pri-
vacy policies, 4052 English server rules and 4025 English
extended descriptions.

Figure 1: Word Cloud rendered from all English-privacy
policies extracted from Mastodon servers

Figure 2: Dominant topics seen across English privacy poli-
cies across Mastodon servers

4 Results Analysis
4.1 Privacy policies
The results of the word cloud are shown in Figure 1 and the
LDA analysis is depicted in Figure 2. Privacy policies show
a decent degree of similarity across different instances with
respect to terms with the highest frequency and the most fre-
quent themes in the entire policy corpus. A closer examina-
tion revealed that many privacy policies maintain the exact
same text, almost mirroring the format of the policy found
on mastodon.social. Another point to note is that the number
of policies in English is almost twice as high as the server
rules/extended descriptions. This may also indicate that En-
glish instances are opting out of modifying the privacy pol-
icy and treating it as more of a formality to have, rather than
stating regulations specific to the server.

This finding is also corroborated by a study (Hwang,
Nanayakkara, and Shvartzshnaider 2023), which states that,
despite having an option to customize, around 81% of
Mastodon servers use the exact same text, and another 12%
contained almost similar variations from another source of
text. This can lead to a degree of mistrust as the seemingly
dominant regulations may not truly be valid for all Mastodon
servers.

4.2 Extended descriptions
The extended descriptions depict an even higher similarity
between the most frequent words, as seen by the word cloud
in Figure 3 and most prevalent themes via LDA analysis in
Figure 4. The descriptions seem to follow a very conven-
tional path of highlighting the regular features of Mastodon
instances rather than stating server-specific attributes.

Figure 3: Word Cloud rendered from all English-extended
descriptions extracted from Mastodon servers



Figure 4: Dominant topics seen across all English extended
descriptions across Mastodon servers

This may indicate that the server admin/owners have a
tendency of presenting all necessary but generic information
in this section in a similar tone and perhaps leaving more
server-specific idiosyncrasies for a different source of text.

Figure 5: Word Cloud rendered from all English-server rules
descriptions extracted from Mastodon servers

Figure 6: Dominant topics seen across English server rules
across Mastodon servers

4.3 Server rules
The server rules stand out as the most diverse part of server-
specific documentation. Upon viewing the most frequent
terms and most frequent themes in Figures 5 and 6 respec-
tively, we conclude that there is a collective effort in the
Mastodon community to address sensitive social issues. The
most glaring themes are of the likes of transphobia, homo-
phobia, violence, racism and sexism; consistently empha-
sized both by the word cloud and the LDA analysis. How-
ever, a further look into the word cloud itself, brings forth
an even broader spectrum of topics, highlighting concerns

of the likes of xenophobia, doxxing, casteism and harass-
ment. In short, there are significant concerns that are being
brought up in these server rules. Furthermore, emergence
of words like rule, explicit, warning, incitement and ille-
gal may indicate a presence of rules and guidelines towards
addressing such issues. Presence of spam adverstising in
the word cloud may point to a regulation for preventing un-
wanted promotional content.

This finding is also corroborated by Nicholson et al’s
study wherein recurring themes like anti-harrassment, anti-
hate speech, inclusivity, content warnings, etc exist on the
formal rules across 1000 Mastodon servers (Nicholson, Kee-
gan, and Fiesler 2023).

Thus when compared to privacy policies and extended de-
scriptions, Mastodon admin/owners seem to use server rules
as a key communication channel for expressing the pre-
ferred guidelines of their community, which also aligns with
Nicholson et al’s analysis (Nicholson, Keegan, and Fiesler
2023). Inclusion of such wide array of topics within server
rules relays the dedication of the admins/owners involved
towards creating a safe environment for all members who
wish to be involved. A rendition of the regulations as direct
as the ones seen here helps in sending a clear message about
a server’s stance on inclusivity and expected conduct. More-
over, this should help members to have a better understand-
ing of what is expected of them and the regulations that they
need to uphold in order to be a part of a specific commu-
nity. Such a construct can act as a deterrent against potential
aggressors, and the Mastodon admins/owners of a server or
the community of the server in general are well within their
right to take action against those who make a breach in the
said guidelines of that server and can be removed entirely. In
conclusion, the server rules help outlining the kind of online
community that the admins/owners aspire to foster. Stating
explicit rules reflects an understanding on the community’s
part on what it takes to nurture a positive and inclusive cul-
ture, especially considering the presence of online hate in
other forums as such.

5 Conclusion and Future Work
The purpose of this study was to find prominent themes
across Mastodon servers through their privacy polices, ex-
tended descriptions and server rules by employing keyword
frequency analysis with a word cloud and topic modeling via
LDA. Our analysis shows a similarity between the privacy
policies of various Mastodon instances and the privacy pol-
icy of Mastodon.social. Furthermore, extended descriptions
also seem to present very similar information that is not very
server-specific. However, server rules show directions from
the instance providers and owners for support of inclusive,
nondiscriminative, and a respectful environment. Our future
work involves three directions: (1) expanding the existing
corpora with inclusion of non-English Mastodon sources
to investigate whether the conclusions made in this study
also translate to all Mastodon servers in general, (2) ap-
plying more sophisticated topic modeling techniques (e.g.,
embedding-based methods) to enhance the depth of theme
detection, and (3) clustering of important terms across in-
stances to conduct an analysis on identifying patterns across



the said terms based on instance types, classified by country,
dedicated topics of discussion, and the size of instances.
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